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Introduction on data storage

Data reliability (Replication/Archive/EC)
Data consistency problem

Block level storage and file storage
Object-based storage

Distributed file system

Metadata management
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Data Rellablllty Problem (1)
Google — Disk Annual Failure Rate
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Data Rellablllty Problem (2)
Facebook-- Failure nodes in a 3000 nodes cluster
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What is Replication?

It is a process of creating an exact copy (replica) of data.

* Replication can be classified as
* Local replication

e Replicating data within the same array or data center

* Remote replication
* Replicating data at remote site

E I REPLICATION E

Source Replica (Target)




Application
File System
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Host based Rephcatlon LVI\/I based I\/I|rror|ng
* LVM: Logical Volume Manager

Physical
H Volume 1

Physical
[ Volume 2
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Host-based Rephcatlon File System Snapshot

e Pointer-based FS Snapshot
replication Metadata
* Uses Copy on First Production FS || BK
Write (CoFW) principle Metadata | 10 || 10 |
. 2-0 2-0
* Uses bitmap and block 1 Data a =151
ma Y 1
P 2 Data b 4-1 4-1 N
* Requires a fraction of 3pataC || )
the space used by the ADataD L. 3‘«; > 1Datad W
production FS
¢ 3 no data
N Data N




Storage Array- based Local Replication

* Replication performed by the array operating
environment

e Source and replica are on the same array

* Types of array-based replication
* Full-volume mirroring
* Pointer-based full-volume replication
* Pointer-based virtual replication

4 )
Source Replica
\§ J

Storage Array BC Host
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Full-Volume Mirroring
- Attached ~

Read/Write I ' Not Ready
Source Target
: - J
\Productlon Host Storage Array BC Host y
- Detached — Point In Time ~

Read/Write

Production Host Storage Array BC Host
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Copy on First Access: Write to the Source
4 )

Write to
Source

\_ Production Host BC Host )

When a write is issued to the source for the first time after replication
session activation:

Original data at that address is copied to the target
Then the new data is updated on the source

This ensures that original data at the point-in-time of activation is
preserved on the target



\_ Production Host BC Host )

When a write is issued to the target for the first time after replication
session activation:

The original data is copied from the source to the target
Then the new data is updated on the target



4 Read )

request for
data “A”

A
—

\_ Production Host BC Host )

When a read is issued to the target for the first time after replication
session activation:

The original data is copied from the source to the target and is made
available to the BC host
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Tracking Changes to Sourte and Target

source [0]ofo|o]o]o]o]o -

\
At PIT >

Target |ofo]ofo]o]o|ofo -

After PIT... \

source |1]ofof21]o]1]o]o -

Target |o0]o]1]1fo]o]o]1 -

For resynchronization/restore

Logical OR [

[2fofafa]ofa]ofa -

E unchanged E changed
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Erasure Coding Basis (1)

* You've got some data * And a collection of storage
nodes.

* And you want to store the data on the storage nodes so that
you can get the data back, even when the nodes fail..




Erasure Codmg Ba5|s (2)

* More concrete: You have k * And n total disks.
disks worth of data
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* The erasure code tells you how to create n disks worth of
data+coding so that when disks fail, you can still get the data



Erasure Codmg Ba5|s (3)

* You have k disks worth of e And n total disks.
data
*n=k+m
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* A systematic erasure code stores the data in the clear on k of
the n disks. There are k data disks, and m coding or “parity”
disks. = Horizontal Code




Erasure Codmg Ba5|s (4)

* You have k disks worth of * And n total disks.
data

*n=k+m

* A non-systematic erasure code stores only coding information,

but we still use k, m, and n to describe the code. = Vertical
Code
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Erasure Coding Basis (5)

* You have k disks worth of  And n total disks.
data
*n=k+m
e =S S ~— X S =S~ ——

 When disks fail, their contents become unusable, and
the storage system detects this. This failure mode is
called an erasure.




Erasure Codmg Ba5|s (6)

* You have k disks worth of * And n total disks.
data
en=k+m
e S~ S —— K S S S <e—

* An MDS (“Maximum Distance Separable”) code can reconstruct
the data from any m failures. 2 Optimal

* Can reconstruct any f failures (f < m) 2 non-MDS code




Two V|evvs of 2 Str|pe (1)

* The Theoretical View:
— The minimum collection of bits that encode and decode together.
— r rows of w-bit symbols from each of n disks:

w-bit symbol do,o df,a dz,o dea d40 dj,a Cool |C1o0
dﬂf djj dz,f dej d41 dy Corl (€11
k=6 d | a1 ld ld. | d
=2 0,2 1,2 2,2 3,2 4,2 5,2 Coo|l (€12
n=gyg do,s dj,ﬁ dz,s d;;| |d,; d5,3 Cosz| |Cr3
r=24

-
-
e
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e
-
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Two V|evvs of 3 Str|pe (2)

* The Systems View:

— The minimum partition of the system that encodes and decodes
together.

— Groups together theoretical stripes for performance.
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Theoretical
stripe
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 Horizontal Code

w=bit symbol —» | d,,

k=6
m=2
n=_8
r=4

e Vertical Code

S0\
Horlzontal & Vertlcal Codes

w-bit symbol—-» doy

d; %d:.o ds %dw ds, €o0| |Cro
dos| |dy; é[d:J ds, gdu ds, Co1| €11
dos |d; Ed:.: d; gldJ.: d; >co,3 €12
dys| |dy; gdz,s ds; !du ds ; €o3| €13
L N T T T A
Rl R R R -

o |dio| |dao| Dol |dio| |ds0| s

dog| |di| |daa| |dss| (das| |dsi| s
dos| |dys| |dys| |dssl |dys| |dssl |y,
Coo| |Cro| |€20| [C30| |C40| |Cs0| [Ceo :

bbb b b 44




Expressmg Code with Generator Matrix (1)

Non-systematic code with /=6, n=8, 4.
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Generator Matrix (G'): nr X kr w-bit symbols




Encodmg Dot Products
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v Dot Product| |
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Generator Matrix (G'): nr X kr w-bit symbols




Expressmg Code with Generator Matrix (3)
Systematic code with /=6, n=8, r=4.
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Generator Matrix (G'): nr X kr w-bit symbols



Encodmg— Lmux RAID 6 (1)

Systematic code with /=6, n=8, =1, w=8 (Linux RAID-6)

Generator Matrix (G')



Encodmg— Lmux RAID 6 (2)

One byte (an 8-bit word, since w = 8)

/
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Albigger block (e.g. IK or I M)
And calculate the first coding block (P):

| 1 | 1 | | | | | 1 | | | P's row of the generator matrix

Il | Il l Il l | l

S

Addition = XOR. Can do that 64/128 bits at a time.




Encodmg— Lmux RAID 6 (3)

And calculate the second coding block (Q):

n Q's row of the generator matrix

Il N Il | H |
*32 *16 *Q *4 *) *] Q

lecicol o]

Addition still equals XOR.

Multiplication = “Galo1s Field Multiplication” GF(2").
Complex, but still pretty fast (more on that later)




Why 1s encoding fast?
Slels 21T

First, the P drive 1s simply parity.

W-O{ato{aro{aro @O {a—F

Second, the O drive leverages fast multiplication by two.




Encodmg— RDP (1)

Systematic code with /=4, n=6, r=4, w=1 (RDP RAID-6)

Generator Matrix (G'):

d 0, o'd 0,3
d },O'd 1,3
d 2, o'd 2,3
ds.a'ds.s

dy-d, ;
d, d, ;
d, ,~d., ;
d, d; ;
PoP3
90795
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Encodmg RDP (2)

Calculating the first coding block (P):

% Po— ps's rows of the generator matrix

H :J :J :J ’_Jpﬂ |
| H ] H Il |
OO OF -,
| i ] i Il |
O+ KO HO- - P,
| H H H Il |
1O O O ~p.

Again, we get to XOR blocks of bytes instead of single bits.




Encodmg RDP (3) ‘

Calculating the second coding block (Q): - Just g, for now.

% P, — P;'s rows of the generator matrix
% q,— q;'s rows of the generator matrix
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Encoding— RDP (4)

Calculating the second coding block (Q): - Just g, for now.

% p,— pP;'s rows of the generator matrix
% q,— q;'s rows of the generator matrix

i

qi
H

q>
H

qs




ncodmg RDP (5)

Calculating the second coding block (Q):

% P, — P;'s rows of the generator matrix
% q,— q;'s rows of the generator matrix




Encodmg RDP (6) ‘

* Horizontal parity layout (p=7, n=8)

Data Horizontal Parity Diagonal Parity
1 2 3 4

_
.

£ O O N> -
£ 0> O WX
£ 0> O WX
£ 0> 0 WX
£ 0> O WX
O @M -

\




Encodmg RDP (7) ‘

* Diagonal parity layout (p=7, n=8)

Data Horizontal Parity

1 2 3

> B0 @-

O
X
O
w
[

L OO > WX -




Ar|thmet|c for Erasure Codes
* When w = 1: XOR's only.
* Otherwise, Galois Field Arithmetic GF(2w)

—wis 2,4,8, 16,32, 64, 128 so that words fit evenly into
computer words.

— Addition is equal to XOR.

Nice because addition equals subtraction.

— Multiplication is more complicated:
Gets more expensive as w grows.
Buffer-constant different from a * b.

Buffer * 2 can be done really fast.

Open source library support.




Decodmg with Generator Matrices (1)

(Non-systematic code with k=6, n=8, r=4.)

d, ~d,
d, d, ,
d, d, ;
d,qds; =
d,d,

E d: d-

Generator Matrix (G')




Decoding with Generator Matrices (2)

Step #1: Delete rows that correspond to failed disks.

Cog=Cos —>_ |
i N

dI,O-d}.J’ c.’.ﬂ-c},j _

d, d, ;
d,;dy,;  —
d,,d,;
ds ,~d;




Decodmg with Generator Matrices (3)

Step #2: Let's rewrite this equation so that looks like math.

oy
<*
vIe(q
|
SIOAIAING

Generator Matrix (G')
with deleted rows




Decodmg with Generator Matrices (4)

Step #3: Invert B and multiply 1t by both sides of the equation:

oy
w~
Y
w~
eI
|
%
w~
SIOAIAINS




Decodmg with Generator Matrices (5)

Voila — you now know how to decode the data!
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Erasure Codes — Reed Solomon (1)
* Given in 1960.
* MDS Erasure codes for any n and k.

— That means any m = (n-k) failures can be tolerated
without data loss.

er=1
(Theoretical): One word per disk per stripe.

e w constrained so that n < 2w.
 Systematic and non-systematic forms.



Erasure Codes —Reed Solomon (2)
Systematic RS -- Cauchy generator matrix

 (Create two sets X and Y.

X has m elements: x,to x,,_,.

Y has k elements: v, to y,_,.
Elements in (X' U Y) are distinct.
a; = 1/(x; +y) m GF2").

X=1{1,23"
Y=1{4,56,7,89)

a, = 1/(2+6) in GF(2°).
Example with =1/4="71.
k=6andn=9

(Using a Cauchy generator matrix)
S
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Erasure Codes —Reed Solomon (3)

Non-Systemati
atic RS -- Vandermonde generator matri
X

lﬂ

11

12

13

14

15

2[!

21

22

23

24

25

3[!

31

32

33

34

35

40

41

42

43

44

45

5[!

51

52

53

54

55

6[!

61

62

63

64

65

7[!

71

72

73

74

75

Sﬂ

81

82

83

84

85

9{]

91

92

93

94

95

Example with
k=6andn=09.

This 1s MDS,
so long as 7 <2
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Erasure Codes —Reed Solomon (4)
Non-Systematic RS -- Vandermonde generator matrix

The Vandermonde
construction only applies
to non-systematic codes.

This generator matrix is
not guaranteed to be

MDS.

0
1y rpr|r
201281271 2° | 241 2°

So don't use 1it!

3003132333435 (You can convert an MDS
. non-systematic generator to
Example with a systematic one, though,
k=6andn=09.

1f you care to.)
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Erasure Codes —EVENODD 1995

(7 disks, tolerating 2 disk failures)

* Horizontal Parity Coding * Diagonal Parity Coding
* Calculated by the data * Calculated by the data
elements in the same row elements and S
* B8 Cos5=Cp0 P Co1 P Cor P Cy3 * E.8. Coe = Coo D C3, D (23D
D Co4 C14DS
0 1 2 3 4| 5 |66 0 1 2 3 4 -T
AAAAAA] | [ACOXMH
0000@C | :OexmAl©
oo0ede | :exmAO"
| e | ok ok ok ok e Kk HAOG
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Erasure Codes —X Code 1999 (1)
* Diagonal parity layout (p=7, n=7)

Diagonal Parity Anti-diagonal Parity
4

HOROD-
X P EORO-

| O elep

Q RO




Erasure Codes —X Code 1999 (2)

e Anti-diagonal parity layout (p=7, n=7)

O w OO
7 A 55O
O B A S
O O N A
¢ x O B
A OO%O
) .




Erasure Codes —H Code (1)
* Horizontal parity layout (p=7, n=8)

Data
1

2

Horizontal Parity

3

N

4

Anti-diagonal Parity

5

6

2
%§

>‘l‘*%°
> @ HO

|
@
A\

> @l &%

>@ Op¢ R

b | (O o
Rl L b

@
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Erasure Codes —H Code (2)

* Anti-diagonal parity layout (p=7, n=8)

Data

1

2

Horizontal Parity

3

4

] Anti-diagonal Parity

5 6

7

b . ¢

ok

%*8IOD°

*ome >

A\
@
[ ]
O

%
o
A
@
[




Erasure Codes —H

« Recover double disk failure by single recovery chain

Data

-3 S x 4
YELASE
.:_/. ﬁIHNGIIAIjIAO TONG UNIVERSITY

/1

m

la
/
/
/
/
-— /
« e
-

Horizontal Parity

Anti-diagonal Parity [[1] Lost Data and Parity

3

4

5

6

7

-0 @

HQ D> 04t

> @40l

.
NN
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Erasure Codes —H-Code (4)

« Recover double disk failure by two recovery chains
Data Horizontal Parity [ Anti-diagonal Parity - Lost Data and Parity

/ \
| 1
\ /
~
~
~
~
~
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Erasure Codes —HDP Code (1)

* Diagonal parity layout (p=7, n=6)
HDP
3

*

u

[
O
ne
*

> @O -

%\

O
1K

23
*
O
A
(]




Erasure Codes —HDP Code (2)

* Diagonal parity layout (p=7, n=6)

HDP
3

*

o

[
O
ne
*

> @O -

O
@ % | XX

23
*
O
A
]




Erasure Codes —HDP Code (3)

« HDP reduces more than 30% average recovery time.

ADP [ Lost Data and Parity

3

A

C

4

@
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|

> @%@ -




Contents

&/ SHANGHAI JTAO TONG UNIVERSITY




Three Dlmen5|ons mCIoud Storage

Performance

good perf, minimize cost
_

STC?}FCIQE Cost

Reliability




Repllcat|on Vs Erasure Coding (RS)

replication Reed-Solomon coding

b=3 ' -- reconstruc’ﬂon --
= storage 2x > 1.5x

mm reconstruction 1 =2 2
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\ ° replication

reconstruction cost

sforage overhead
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Pyramid Codes (1)

reconstruction cost: 12

e
O8e oo aal.

data nodes
Reed-Solomon 12+ 3
data nodes
parity nodes

Pyramid Codes Construction:

» take an arbitrary Reed-
Solomon (RS) code

C.:{d1, d2, .., d6}
C,,:{d7,d8, ..., d12}

« split one RS parity into
multiple local parities

e 12+3RS-> 12+ 4 Pyramid
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Pyramid Codes (2)

recons’rruc’rion cost: 6

« storage overhead: 1.33x

« tolerate arbitrary 3 failures
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reconsfruction cosT ofd, 2> 3




reconstruction cost of d, and d, 2> 6



decoding analogous ’ro climbing up Pyramid



Pyramid Codes (6)

M Reed-Solomon codes

Pyramid Codes

° replication

sforage overhead

reconstruction cost




Google GFS [ Based on RS

sealed extent | 3 GB ) sealed extent | 3 GB )

sealed extent (3 GB )

Reed-Solomon 6 + 3
+ storage overhead 3x 2 1.5x

« reconsfruction cost 6
« used in Google GFS |l (as of 2012)
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Microsoft Azure (1)
How to Reduce Cost?

sealed extent (3 GB )

overhead v

(12+4)/12 = 1.33x KR

P P2 P
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Microsoft Azure (2)
Recovery becomes expensive

P2

reconsfruction twice more expensive
-2 requiring 12 fragments (12 disk |/Os, 12 net fransfers)

Ps
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Microsoft Azu ré
Best of both worlds?

Conventional Reed-Solomon Coding

Storage Reconstruction
Overhead Cost
_.-*"'f-_'—-
) )

L —

1.5x 6 reads
|RC

& 2

1.33x reads




@) YiELALE

SHANGHAL JIAO TONG UNIVIRSITY X
-4

Microsoft Azure (4)
Local Reconstruction Code (LRC)

sealed extent (3 GB)

—

* LRC,,...,: 12 data fragments, 2 local parities and 2 global parities
+ storage overhead: (12+2+2)/12=1.33x

» Local parity: reconstruction requires only 6 fragments
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Microsoft Azure (5)
Analysis LRC vs RS

12 i
RS1044 -l- Reed-Solomon
10 o
§ same cosf -~ LRC
= 1.5x = 1.33x
()
‘: same overhead
O 6 '-
/g//’ half cost (6 > 3
LRC (12+2+2) ‘g 4
O
o
2 / ) : . RS]C‘**&: HDFS'RAlD
P o at Facebook
LRC (12+4+2)
12 13 14 15 16 17 I8 19 2 * RS 3 GRS I (Colossus)
at Google

Storage Overhead
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Microsoft Azure (6)
Analysis LRC vs RS

RS (6 + 3) RS (14 + 4) LRC (14 + 2 + 2)

reconstruction cost = 6 reconstruction cost = 14 reconsfruction cost =7

l 14% savings

millions of $ savings!




Recovery problem N Cloud

* Recovery I/Os from 6 disks (high network bandwidth)

sealed extent (3 GB ) sealed extent { 3 GB )

sealed extent (3 GB)

Reed-Solomon 6 + 3

+ storage overhead 3x 2 1.5x

+ reconsfruction cost é
» used in Google GFS Il (as of 2012)




(1)

[1]o]o]o R, d,] R,

R R

Telilo] - : 0]0 d, | R,

— R, 110 d, | R,

o Llolifo] < Rfolofoli d | r,
g R4

0J0jofo0] R, 0]1 c, | R,

Rb 011 ¢, Rb

R, 110 R,

Codeword

{Ry, R,, R,}is a decoding equation

And it can be represented by 10101000

o O o O = O B
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Optimizing Recovery Network /0 (1)

* Establish recovery relationships among disks
Level 1:
Rjyriojojo R, —— Equations
RK1OER0 0 % Equatior;s Ty
233 g (1) (1) Z' Il} from £, l
3 . 3 | €,,q 11101001
RITTO[T]0 . R, 2
: ” 3» 11101110
rRlol1lol1 c,| R, 10101000< 5
: - “a 11111100
RJ{1]o0]o]1 D Cid Rs = 411111011
Rlol[1]1]0 aa - 1o IR,
’ e, g 11010110
G’ Codeword %{,11111110
100100104 5
3 11110011
Ey Ey Starting €o. 4 11011011
€0,0= 10101000 | €1,0= 01010100 ol SRR TeIiTe
€0.1 =10010010 | €11 =01101110 X L~ SR
\ & L10U111)
€g.2 =10011101 | e; o= 01100001 5 (10011101} 5 o
€0.3=10100111 | e;3=01011011 by, E L, Grayed out
N 5o % i3 Y \ 3 w111ll1lll nodes/edges
4911110111 ‘
Recovery Recovery 10100111" 2' : SRAGES LG
. . A 11101 1
options for R, options for R, N eerT Tie
0011




Cauchy RS (r=8)
Cauchy RS (r=7)
Cauchy RS (r=6)
Cauchy RS (r=35)
STAR (r=6)
Rotated RS (r=6)
Cauchy RS (r=4)
Gen. RDP (r=6)

=3

m

=3 All Disks

Cauchy RS (r=3)
Cauchy RS (r=4)
Cauchy RS (r=5)
Rotated RS (r=6)
EVENODD (r=6)
Cauchy RS (r=8)
Cauchy RS (r=6)
Cauchy RS (r=7)
Liberation (r=7)
Blaum-Roth (r=6)
RDP (r=6)
Liber8tion (r=8)
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m=2

mm Data Disks Only
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|t 9] a b node 1
[0 1] ! b ¢ | node2
¢ \
& 1:X|:22] a+b  b+c |nodes
Message i i
[ 1 2 ] matrix ! a+2b b+ 2c ! node 4
‘ N
[1 3] a+3b b+ 3c node 5
Encoding
vectors
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* Optimal Repair

node 1 a b [ J

node 2 i b c 1 (1) EnC?d1ingov]ector
'@ > -1

node 3 a+b b+c |[x 0

node4 | a+2b b+2c

node5 | a+3b b + 3c
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Regeneratmg COdes (3)

* Optimal Repair

node 1 a b [ = / b }
node 2 ( b c 1 Encoding vector
. ) [T 187
( ™
node 3 a+b b+c |x
§ )
node4 | a+2b b+2c
\ J
( A
node5 | a+3b b + 3¢
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* Optimal Repair

node 1 a b
node2r b c
node3( a+b b+c
node 4 ia+2b b+ 2c
node5,a+3b b+ 3c

Regeneratmg COdes '( 4)

e

a / b J
Encoding vector
[1 0]
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Regenerating Codes (4)
Analysis -- Regenerating vs RS

Single Failure Repair
of 6 + 6 MDS Code

Reed-Solomon Coding | Regenerating Coding

# of nodes
C e : 6 11
participating in repair
# of network transfers 6X 1.83x
# of disk I/Os bX up to 11x



Facebook Xorbas Hadoop
Locally Repairable Codes

5 file blocks 5 file blocks 4 RS parity blocks
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Combination of Two ECs (1)
Recovery Cost vs. Storage Overhead

14 -
Facebook: Bl Single Coded Systems

12 - \» RS(14,10)

Google:
RS(9,6)
6 - .‘\\
N \\‘

2 -
Recover faster?
0 - V Use less storage? | z |
1.2 1.9 2 221

Storage Overhead

[y
o

co

Recovery Cost




Combmatlon of Two ECs (2)
Fast Code and Compact Code

D1 | D2 | D3 | D4 | D5 | P1

D6 | D7 | D8 | D9 |D10| P2

P3| P4a| PS5 | P6| P7 | P8
Fast code

(Product Code 2x5)

Recovery cost: 2
Storage overhead: 1.8x

Compact code
(Product Code 6x5)

Recovery cost: 5

Storage overhead: 1.4x



/fﬁ')\@f‘:ii

11140 TONG &

)
_‘-_.-

Comb|nat|on of Two ECs (3)
Analysis

N

Il Single Coded Systems

10
“ 4
8 .
O g .
c :
g Compact
§ 6 [ code ]
[ O
4 —
— Fast code
9 - (@)
0 -

1.2 13 1.4 1.5 1.6 1.7 1.8 1.9 2 2.1
Storage Overhead
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Comb|nat|on of Two ECs (4)
Analysis

14

2N

Il Single Coded Systems

[
o

Recovery Cost
(o.e]

1.6 1.7 1.8 1.9 2 2.1

Cold data accounts
[ orage Overhead

for the majority




Comb|nat|on of Two ECs (5)
Analysis

(R
>
J

Il Single Coded Systems

[ay
N
|

[y
co o
| |

[#)]
|

Recovery Cost

more often

{ Hot data is accessed

1.2 1.3 1.4 1.5 1.6 1.7 1.8 1.9 2 2.
Storage Overhead




Combmatlon of Two ECs (6)
Conversion

* Horizontal parities require no re-computation

 Vertical parities require no data block transfer

* All parity updates can be done in parallel and in a distributed

Manner
Fast code @) Compactcode

PC(2x5) PC(6x5)

V(O[O O| TV

PlP|P|P|P|P

Parity-only Conversion
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Comb|nat|on of Two ECs (7)
Results

Facebook HDFS
10}

M Single Coded Systems

Co

Microsoft
Azure
Google ColossusFS

Recovery cost
(@)
|

1.2 1.4 1.6 1.8 2.0
Storage overhead
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Erasure Code in Hadoop (1)

* Implement an erasure code into Hadoop system
* Hadoop Version: 2.7 or higher

* Erasure Code: you can select one, but not RS
 Test the storage efficiency of your proposed code
* Report and Source Code are required

* Source Code should be checked by TA
 Deadline: June 30t




Erasure Code in Hadoop (2)

 References

* Jerasure
http://web.eecs.utk.edu/~plank/plank/www/software.html

 HDFS-Xorbas
http://smahesh.com/HadoopUSC/
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