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Schedule

 lecl: Introduction on big data, cloud computing & loT
* lec2: Parallel processing framework (e.g., MapReduce)

 lec3: Advanced parallel processing techniques (e.g.,
YARN, Spark)

lec4: Cloud & Fog/Edge Computing

lec5: Data reliability & data consistency

lec6: Distributed file system & objected-based storage
lec7: Metadata management & NoSQL Database

lec8: Big Data Analytics
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Fog Computing-

Fog computing
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Challenges

Edge Computing

(Challenges Opportunities

Decentralized cloud and General purpose computing Standards, benchmarking
low latency computing on edge nodes and marketplace

Surmounting resource
Iimlta_tlonsoﬂront—end Discovering edge nodes Frameworks and languages
devices
Sils_tainnl;:igenetrgy Partitioning and offloading Lightweight libraries and

consumption algorithms

‘Dealing with data;exp}o,sion Uncompromising quality-of-
and network traffic service and experience

virtualization

J Micro operating systems

Smart computation Using edge nodes publicly Industry-academic
~ techniques and securely collaborations
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CIoud-Fog-Edgé Devicés

. . Low-end Sensor Nodes/Nefworks (SN
Cloud (Intemet)  * High-end Computational Computafonal  Sink Nodes High-end Low-(en d)'

Devices Dthos (e9-RespbenyPi) (o0 Meshium) 1 (eg. Waspmote
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| Category 2 @ Category 1
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Lower Categ
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CIoud-Fog-Edgé Architecture (1)

CLOUD | Data Centers

FOG | Nodes

EDGE | Devices




Cloud Fog Edge Archltecture (2)

Business applications

Ooud infrastructure software

Resources/

Porials Services tools

Fog management software

Life cyde :
management Orchestration APIs/SDKs

Analytics
and data

Fog infrastructure software madels

Virtual

Execution Operating ook

environment System Bt

Fog hardware
Networking Compute
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Funct|ons of Cloud- Fog Edge

Centralized
Distributed Control and Media
Intelligence -
loT . Some Data -

Endpoints Stored

Cloud

* Storage

* Queries
* Analytics

Somebx

Processed
And Used
In Real Time
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Fog/Edge Computing is S the Primary
Choice to Handle Real Time Data
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The Things Sensors & ; Data Center &
Actuators Aggregation Edge IT Cloud IT
o Wearables ¢ Mobile Devices & Gateways
o Cars e Meters
* Moftors » Robotics @ . -V l
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DATA GENERATION DATA SENSING DATA COLLECTION EARLY DATA DEEP DATA
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IoT in the c\oud and on the edge

loT in the Cloud loT on the Edge

> Low latency tight control

- Remote monitoring and control ) ,
loops require near real-time

- Merging remote data from response
across multiple loT devices . Public internet inherently
- Near infinite compute and unpredictable
storage to train machine » Privacy of data and protection
learning and other advanced Al of IP
tools



Data Processmg N Cloud Fog- Edge

The cloud

-Big data processing
-Data warehouses

The edge
-Real time

data processing
-Local processing

Internet of things
-Smart devices

-Smart vehicles
-Connected systems
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Heterogeneoué/

Homogeneous

Cloud/Fog computing

Public Cloud/
Private Cloud/
Enterprise Tier

Industrial Zone/
Platform Tier

Plant Level/OT
Edge Tier

Industrial

Analytics

Applications/ Analytics/
Dashboards

Connectivity

i

e AL
- | Connectivity Management
o Compute AN

o
Data, Control, —¥ Transpori |
Orchestrdtlon

Transport /

Local Data
Store .
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L Edge Davice
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Heterogeneous/Homogeneous
Computing Framework

Cloud: Parallel and Distributed Computing
Map-Reduce, Graph Computing, Stream Computing

Edge/Fog: Approximate Computing

111
4mEE Edge
=115

m

THE INTERNET

THE CLOUD / iz}
=[]

DATA CENTER




R

SE X4 LW _
@) FiErar
\'\'ﬁ-_:‘:_/]’ SHANGHAT JIAO TONG UNIVERSITY ‘ ‘9'.;.' A

Why Approximate Computing?

image, sound
and video processing

image rendering

sensor data analysis,
computer vision

simulations, games,

search, machine learning 110 EEEIE
1111010

= Inexact/imprecise input data

Where a lot of (most?) resources go!

= Approximate/iterative algorithms

= Loose constraints on output
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Point of View on Approximate Computing
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Performance

/ Resource usage (e.g., energy)




Approxmate Computmg Example - Images(1)
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Approximate Computing Example - Images(2)

[AY

Errors Energy Errors Energy

Errors Energy Errors Energy




Approxmate Computmg in Different Areas

Ener) (UW), Passert (MSR/UW), Rely (MIT), Relax (Wisconsin)

L Uncertain<T> (MSR), Eon (UMass)
Compiler Probabilistic transformations (MIT)

: Green (MSR), PowerDial (MIT), soft error control (UCLA),
Runtime

SAGE & Paraprox (Michigan), Swat (UIUC)

BlinkDB (Berkeley/MIT)

ANNs (UW, MSR, INRIA, Wisconsin, Qualcomm)
Architecture Using Neural Nets for code approximation (GAtech/UW/MSR)

Stream Processing (Princeton)
Stochastic Processors (UIUC), ERSA (Stanford), Flikker

Hardware (MSR), QUORA (Purdue), Approximate Storage (MSR, UW)
Probabilistic CMOS (Rice), approximate components (Purdue)
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Approxmate Computing Usmg Neutral Networks

Code, Code, Code, Code, Code. Code,

Source I
Code
'
\ — SN | / — |
Common

Neural +

IntermedlaFe Representation g% -f_
Representation

|

Acceleration CPU




Approxmate Computmg Program (1)

Program
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Approximate Corﬁputing — Program (2)

Find an approximate
program component

Program



L
2 SHAL TONG UNIVERSITY ‘ \

Approximate Corﬁputing — Program (3)

Find an approximate
program component

- ;5 Compile the program

and train a neural network
Program



Approximate Corﬁputing _ Program (4)

&

Program

Find an approximate
program component

Compile the program
and train a neural network

Execute on a fast Neural
Processing Unit (NPU)
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Approximate Computing — Neutral Network
Acceleration

(Speed: ~4x1,
Energy: ~10x4,,
Quality: 5%)

Digital

cPU ASIC
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Approximate Codes

Disciplined Approximate Programming
(EnerlJ, EnerC,...)

int p = 5;

@Approx int a = 7;

for (int x = 0..) {
a += func(2);
@Approx int z;

z=p * 2;
p += 4;

}

a/=9;

p += 10;

socket.send(z) ;
write(file, z);

Variable-quality wireless
communication

)
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Edge Architectu re

loT/IoE Service Verticals

Healthcare Smart Grid Industrial Automation
Smart Connected il i
Vehicle Oil & Gas Smart City

| Orchestration Layer API

Abstraction Layer API

Abstraction Layer

Compute Network Storage
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Edge-Fog—CIoud Network

Cloud
Hundreds

1

Data mining ~

]
C/} f Analytics ,n,‘ ../ !

-P ‘.’1 !

- ' =

:
Y,
S TN Control . :

Fog

LRI I —

[
Millions Mist LayerTens of Thousands

3 | Correlation ; \
t - — ~ b
23 -VIHV..,IIAA\/AUI
©
[ =~ : :
o2 — Domain related Fog-to-Fog links o M & Edge Sensors/Actuators B Mist Infrastructure
- Domain related Edge-to-Fog links Boeee 55  Fog Infrastructure 4» Cloud

--- Collaboration/Federation links (Clusters of Fog Nodes) ~ = - Fog-to-Cloud links
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Layered Network (1)

Internet /Cloud / Servers = =1
(Global) ==

Core Network / Routers ~
(Regional) '

A
Access / Edge Nodes / - N

(Neighborhood)

Gateway / CPE
(Building / Street)

Endpoints / Things
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(global)

Core network/
routers
(regional)

Access/
edge nodes

(neighborhood)

Gateway/
CPE
(local)

Endpoints/
things
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Very high latency Business Key performance indicators,
Days to months intelligence dashboards, reports

-
-
=
o : Enterprise operations
_____ B TSR PUNNURROVURIORRII . .., v vt e pecniss U N UUO S I S ——
Technical operations
HMI
Transactional - Visualization, reporting
Minutes to days analytics - systems and processes
M2M
Historical data
HMI
Medium speed/medium WD visualization systems and
Seconds to sub-minutes N T L o= mmm) Processes
- e M2M
Operational and non-
operational data
%D High speed/low latency - Prsottection and control
. : ems
— Milliseconds to sub-seconds real-time analytics M2M ™
Gid sensorta Pt eed |
Very low latency ohon e e f i N o ek

Note: HMI = Human to machine; M2M = Machine to machine
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Fog Computing

Nodal
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Different Network Protocols

Taxonomy of Mobile Edge Computing

|

l

l

|

]

| Characteristics B Actors ] Tecﬁir:tcc:_llfgies | Applications Objectives _'EDE-:E#ET_:_?:EI — Key Enablers
| 1 | Rl S | A 1 r=—=—=—- e | P == - el (R N R
Application | - Computaional R 1 Cloud & |
| PP | | L putal - | | . I s
-*: Proximity | 4, Developers : I Wi-Fi | | Offloading : |r"'||"“"'IIEE Latenc','} _"II_ Cloud : F«  Virtualization }
I I ____________________ - | ————————— - b o o o e e e ] | e e — e — —— —— —— —
————————— = e e |————————— Fo——————— P ————————— r———————— P e ——— —
|~ Dense ] [+ ContentProvider | [ 36 | | Cgllaborative | | .\ Minimize Energy | || MECServer | [ High Volume |
-1| Geographical | L | (N - e ——— e e ———— 1 ———————— —_————————— 1
| Distribution | |- T T T T 0 |—m === I Fo— == == —— T et a F———————— 1 r—————————-
_________ . . | . Web Content L 1 . Network |
R i -+ Mobile Suhscrlb-ers: —JI 4G | Lﬂptirnizatic-n : —-L Minimize Cost } —-: Mobile Node : —'-JI Technologies ]|
I ___________ e —— —— —— — - e e e | e e — e —— —— —— | e —— i — —— —— —
| Lowlatency | | —————— - — | e ——_ — — —— P ——— e - e
N | I I | Memo I | Maximi I Softw |
I ry aximize | oftware
b= _HL OTT Players : _'1 G I | Replication : _"L Throughput | | Development Ki'ts:
= ———— 1 | Fmm———————— | e ———— - | Fm——————— | Emmm——————=d | T -
| Location | Y Ty === ====" L i | I Minimize Badia | e T T
MEC Service | . Content | Minimize Radio | -
ﬁl Awareness : _HL Provider : _'J| Wi-Max : I Delivery : _"1L Utilization | _J| Portable DE'-"EE’-‘:}
e L e I ! 1”7 "Optimize !
[ [Network Context! . Software Vendors | 7 Bluetooth | — comgutaﬁanal I
| Information | ey S L_ _Resource __ |
__________ "7 Network |
| Equipment Vendor |



leferent Network Accesses

R'A\‘\i / }",N(, /,
CMTS / PON OLT

*RAN - Radio Area
Network for LTE/5G

*RNC- Radio Network
Controller for WiFi

= R
o0
J5m
o =

*CMTS- Cable Modem
Termination System

*PON OLT for fiber

EDGE FOG eEPC — evolved PacketCore
COMPUTING COMPUTING
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Cloud Data
Edge Centres
Network

Cloud '

Edge j.
Computing: -

P 2 =

Mobile Cloudé B | s i |
Computing : i " R ii

i | 0B_/B |
Mobile Edge : —Dx ' | Servers, !

g | 4 B0 g




Appl|cat|ons — DeV|ce Locatlon

Network

measurement: -de oo ooy .
1 | 1 |

Central

] ! ; |
] - | : '
— I ' : i !
! = [ ! services :
'| 1 £a \.\- - | ! —r :
| ’,‘ 1 "“’ ra :, | ;; : ‘v‘ ‘ v |
\ / = /'»‘ E S E N ENSSENSEENSSENEENNESENEEED ""»-,;7_,"
! = . SubscriberID !
1 | i '
1 | : l

MEC server

Location (x,y)

LTE base station/RNC ~ CoreT
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______________________

Video | Video

-----------

Videostreams Events, meta data and video clips
High bandwidth Low bandwidth
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Appl|cat|ons — Content Optimization

.ﬁ

Subscriber ID. cell load, link quality... @ g

@ BitTorrent’ m

Content ;
. optimization 1 RAN aware
‘ | app , H

MEC server Core Content
network optimizer t

R You| [V
LTE base station hﬂﬁ u
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Appl|cat|ons — DNS Caching

Whole packet cached “ @

Whole packet sent from content source

to device

_________________________________

P . : @BitTorrent"
- Local cache : :
\ ,\ 2 . ... ... :LOWband W|dth : - n
MEC server ' Backhaul ! t
150 K . transport | | v
Vo N\ LTE CorellT w

base station

Central

cache

| |

Cached DNSresponse
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| Application : (@BitTorrent’

/ | awarenessapp :

\ "", | : : Channel
‘,'\“l Illl:llllllll lllllll: llllllllll . llllllllllll
by | i

network
.............. You
LTE base statloanNC u
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Edge Fog-Cloud Network Example TelcoFog (1)

- ™
Big I_Srnart
R NFV MEC -
Scenanio 1 data —
Network operator | TelcoFog tenant] | [ TelcoFog fenant2
N Tdct"':ﬁ’ ;
- TelcoFog CERRTIS
JE = 'I’ Fode IR Y G Tt b N
\ - - = .' \
UE D O RS ‘SDN 5 %
S ‘ comro:ler :
A PON ‘ £dg€ netwo (— -~
oL A SD-WAN '.
MAGs [~ "!‘rv controller \ Telco doud
, 1 - -

& " Scenario 2: ]

T’ L Smart aty
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Edge Fog Cloud Network Example: TelcoFog

(2)

Controfler NB| Orchestration APls Tenant APls
Service " Resource orchestration | [ Resource ]
L orchestrator { Storage J monr}tonng
= TelcoFo
o= | Computation ) pohoes controls’gr
| \ \
Controller S| Tenant APls » Orchestration APls
7 S
Node NI Wanagement R T~
i Pls it APis M s&wan J Pubhc/pnvate
controller
Terl‘?d Feog / l ge\nce : controller
) S—— Ry ] NOde — . l 1 o
( Data analytics W | manager ¢ Virtual Jﬂ Sl !
L ) _ \ mpute/store Dewce
| Secunty
- O —
Node S8 BENE

Pluggable drivers
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Edge Fog-Cloud Network Example TelcoFog (3)

TelcoFog controlier J

[1 loT heat | ( Nebvork orchestrator |
i‘ WSN =

- -7

Hory (SR uctiuejstatefw — I YCSON |
Core DCSDN |
contamer Metro DC [ % PCE doud a
\[: y i
" GMPLS )
Metro Core DC
: e | CNETONEF ) s
N\ = douddl | (GWPIS) —
= 1 controﬂeru =5
— e Po il
%\ - “”K [ s
=
| e WSON/SSON N

1\

Accesy/ ' Core J
aggregation
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Edge-Fog-Cloud Network Example: TelcoFog (4)

@

[T g | g Y [ )}
Vaw B2, TelcoFog Conitines Cloud TelcoFog Network
loT GW1 node Ql controller m controller orchestrator
\ J ey - / N\ J
: : H H H : i
' 1 Request HVAC control app ' ' ' ;
. @S ; ; 3 |
: : ] ° i Data storagd app 3 :
] ] 1 L~ L2 : | ]
1 i ' ! App ACK—L i i
1 1 1 L A > 1
i i E v T 21 Connect GW1 -CI\:
. L] 1 L] r -
E E i i E Q 1 Conned ACK 1
l\ 1
| X : X X + “Connect CI-VM1 )
1 I 1] 1 1 ] 1
i S [ i i i 1 Connect ACK "1
1 Request data fepd ! i i 5< E
i : : : : : :
+  Data feed : ! o : : : '
— : > Data feed : : :
1 Adion: Turn oniAC T i i
it L] L] L L]
> : L : . : :
Container deployment delay 399 ms
TELCOFOG_CTL FOG_NODE_] HTTP  POST frestconf/config/container/hvac_coniziner/ HTTPL] {application/json) P -
FOG_NODE 1 TBCOROG.CL  HIP  HTTRL02000K (angpl aton/ion) ol Connedivity service setup delay (GW1 —C1) 736 ms
TELCOFOG_CTL CLOUD_CTL HTTP  POST /v21/e9102671a6004a2010¢8ccec dcadi2fd/servers HTTP/L1 (application/json)
CLOUD_CTL TELCOFOG_CTL HTTP  HTTP/LI 202 Accepted (applicationfjson)
TELCOFOG_(TL CLOUD_CTL HTTP  GET/v2.e910267126004a209f8ccec Acadtaid/servers/a5244ef2- 8a2-448b- b3 62031 Bedd2a HTTP/L1 HVAC command de{ay 186 ms
CLOUD_CTL TELCOFDG_CTL HITP TP 200K (a plicationyjson)
TELCOFOG_CTL NET_ORCH HTTP POST[’ restconf/ fco;‘ ngu”texb 'onnectmtySewzce,fgw: _Clf HTTP/1.1 (application/json)
NET_ORCH TELCOFOG_CTL HTTP HTTP/1.0 200 OK (applicatio;on)
TELCOFOG_CTL \IEF_ORCH- HITP  POST 'ratfon\-”co"fig ntext/_connectivitySenvice/c]_vm/ HTTP/1.] (application/json) VM deployr"ent delay 16.17 s
NET_ORCH TELCOFOG_CTL HTTP  HTTP/10200 0K n%ap}ﬂ cation/on)
HVAC_CONTAINER I0T_CGWI1 HTTP  GET /restconf/config/HVAC/ Temperature/ HTTP/1.1 =~V 3
i0T_GWI HVC CONTANER  HTTP  HTTP/10200 0K \appluatcl’on o Connectivity service setup delay (C1 —VM1) 2865
HVAC_CONTAINER ~ MYSQL_CLOUD_VM  MySQL Request Query
S
HVAC_COp T_GW1 TF UT [restconf/config/H ¢/ HTTP/11 (application/fjson '
s Mo HVC CONNER  HTTP  HTTANO200OK (apicabonfson) 7 Edge orchestration delay 132 s
Total orchestration delay 20.35s
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Google 10T Solution

s Google Cloud Platform
@ : @ Cloud Cloud

Sensors Dataflow Pub/Sub
o
. for streaming and foringest connection
I'Fl F batch analytics and management
ﬁ +  Control
PER el Cloud Bi
: igQue
& : loT Core ghuery
' Data
ﬂ ! ata for device connection for data warehouse
Y and management and fast querying
o Cloud
ML Engine Other Cloud
Services

for train, deploy, and
run ML model

Build & train ML models in the cloud
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Google Edge Computing (2)

Part 1 Part 2 Dashboard
\ Data Studio
Wind, Solar Wind, Solar, Temp..
{=} - : @
Serial MQTT over TLS ]

Arduino Raspberry Pi \ Pub/Sub Dataflow BigQuery
Microcontroller Microprocessor loT Core ‘ Ingest Process Analyze
Solar generator Environmental Protocol gateway
Wind generator Sensors Device registry J

Datalab
Explore
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Cloud & Edge Fusion — System Architecture

) Google Cloud Platform

Rendering
Image Rendering

H"_‘ Zync Renderer

l

Generated Images

e Cloud Storage

Training

Online Training

Cloud Machine
Learning

!

Model Output

e Cloud Storage

Packaging

— Training Watcher

@ Cloud Functions

—

Model Packager
© ciouwd Buid

I

Cloud Source
Repositories

Cloud Serving

Online Predictions

Cloud Machine
Learning

Deploying

Packaged Models

Container
Registry

l

Container Tag
Watcher

@ Cloud Functions

Pod YAML

e Cloud Storage

Reporting

e Logging &¢——

Cloud
® loT Core

Remote Device

Kubelet

L Trained Model Server
%
y

)

TensorFlow

%




Cloud & Edge Fu5|on — I\/Iodel Training

- Fog: Collecting .
Sl - 1~1-1-

» Cloud: Rendering
& Training Data

i I
Trained Model Output Pacgggte;im?de
e Cloud Storage (Figgit::rr;er

Online Predictions

Model Serving Code Cloud ML
Engine

Cloud Source
Repositories
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Cloud & Edge Fusion — Virtualization (1)

Schema

Row

1

10

11

12

13

Details Preview

timestamp

2018-09-20 00:25:22 UTC
2018-09-26 03:11:28 UTC
2018-09-26 03:11:28 UTC
2018-09-20 00:32:18 UTC
2018-09-20 00:32:20 UTC
2018-09-20 00:32:31 UTC
2018-09-19 00:08:15 UTC
2018-09-20 04:46:56 UTC
2018-09-20 04:46:57 UTC
2018-09-20 04:47:15 UTC
2018-09-20 04:47:25 UTC
2018-09-19 00:07:29 UTC

2018-N19-20 N4-50°51 UTC

clientid

enviro-kit-0123AEA107D0D077F2
enviro-kit-0123AEA107D0OD077F2
enviro-kit-0123AEA107D0D077F2
enviro-kit-0123AEA107D0OD077F2
enviro-kit-0123AEA107D0OD077F2
enviro-kit-0123AEA107D0D077F2
enviro-kit-0123AEA107D0D077F2
enviro-kit-0123AEA107DOD077F2
enviro-kit-0123AEA107D0D077F2
enviro-kit-0123AEA107D0OD077F2
enviro-kit-0123AEA107D0D077F2
enviro-kit-0123AEA107D0D077F2

envirn-kit-N123AFAT107NONNOT77F2

meter

0.011679170507812498

0.0032490240234375003

0.0032490240234375003

0.039799405078125

0.0539848353515625

0.0095739123046875

0.0393482783203125

0.037593896484375

0.035588888671875

0.035388387890625

0.035187887109374996

0.0335337556640625

0 N36240N5162109375

temperature
26.0
27.0
27.0
28.0
28.0
28.0
28.0
28.0
28.0
28.0
28.0
28.0

280

pressure
1016.78882812
1018.60605468
1018.60605468
1016.87734375
1016.880625
1016.88375
1016.42046875
1014.71710937
1014.71726562
1014.7051562500001
1014.71382812
1016.41050781

1014 69402343

lux
1639
52
52
1550
1553
1575
1601
1603
1605
1606
1608
1610

1612
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Cloud & Edge Fusion — Virtualization (2)

< EDIT CONNECTION

Index Field Type Aggregation Description
1 Record Count Mumber Auto
2 timestamp Date (YY¥YYMMDOD) Mone
3 clientid Text Mone
4 ternperature Mumber MNone
5 pressure Mumber Mone
B humidity Mumber Mone
7 uv Mumber Mone
8 airqual Mumber Mone
g windgen Mumber Mone
10 solargen Mumber Mone
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Amazon AWS Iof

.‘i‘ P

P
Solution

- FreeRTOS: IoT operating system

- Greengrass: Seamless expansion to edge devices

- A
- f_'/ {
1 N | C

Amazon FreeRTOS

loT operating system for
microcontrollers that
extends the FreeRTOS
kermel with libraries for
security, connectivity, and
updateability

Microcontroller-based
smart lighting

E:

Amazon FreeRTOS
Bluetooth Low Energy
Secure direct connection

to maobile devices via

Bluetooth Low Energy

N

AWS loT
Greengrass Core

Secure direct
connection to loT
edge devices like

AWS loT Greengrass

Core devices

AWS loT Core

AWS loT Device
Management

AWS loT Device
Defender

& ® &

AWS loT
Analytics

Direct connection to cloud
services like AWS loT Core
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Amazon AWS IoT Archltectu re

AWS loT Architecture

Things Cloud
@ Sense & Act L) Storage & Compute
E
‘Secure local Secure device Fleet onboarding, Fleet
triggers, actions, connectivity management and audit and
and data sync and messaging SW updates protection

Endpoints

Q}\ @ Gateway @@ ol g
ﬁ}\\:\‘;\? g ______ Q] &
e o=

4 & @

Intelligence

Insights & Logic = Action

loT data analytics
and intelligence

b
i
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Free RTOS - an dpn surce loT OS

- FreeRTOS: https://www.freertos.org/

Vendor Drivers

Hardware
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Greengrass — AWS Edge Computlng Platform (1)

= Greengrass is an edge/ fog node with certain computing

and processing capability in AWS

Cloud

AWS loT Greengrass Core

Enables the local
execution of AWS Lambda,
messaging, device shadows,

and security. AWS loT
Greengrass Core interacts
directly with the cloud and
works locally, even with
intermittent connectivity

[ Device Type 01

v
=1

ﬂ Device Type 02

(A Device Type 03

Any device using Amazon
FreeRTOS or AWS loT Device
SDK can be configured
to interact with AWS loT
Greengrass Core via the
local network




Greengrass — AWS Edge Computlng Platform (2)

= Greengrass provides connector, connecting edge-fog-
cloud nodes, and realizing adaptive configuration

(e

Cloud

AN | I Device Type 01

Eg}r‘fgl Device Type 02
AWS loT Greengrass Core

Enables the local e, ]
execution of AWS Lambda, ;;\\ Device Type 03
messaging, device shadows,
and security. AWS loT

Greengrass Core interacts
directly with the cloud and

works locally, even with

intermittent connectivity

Any device using Amazon
FreeRTOS or AWS loT Device
SDK can be configured
to interact with AWS loT
Greengrass Core via the
local network
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Greengrass — AWS Edge Computing Platform (3)

P - “‘ -

= Greengrass provides good authorization and privacy
protection mechanisms

———— _
tﬂli\ Core Device — @
—| Certificate
Q Messages sent to AWS loT Core
N AWS loT Core
\\\ I\ [seea] u
N d
=
el ]
AWS loT Greengrass Core T
Hardware secure

element

=" t(\a‘ ( ' ¥ )
Pﬂﬁ‘j MQTT Server B : é

—| Certificate

Messages sent to ﬁ
local devices @"@




AUTHENTICATION £ e\

Secure with mutual I ‘,,{ \! | . 5 ‘,».“;-‘—- J
authentication and K\<q @ ):\’)/\ L\Y' -
encryption " \! ; » AWS Services
A | RULESENGINE = | oo -

3P Services

~| | " | Transform messages
based on rules and
route to AWS

- S Services
DEVICE SDK DEVICE GATEWAY
Set of client libraries to Communicate with devices ,
connect, authenticate and via MQTT and HTTP y - e
exchange messages R \[rl] |
: ' APPLICATIONS
. SHADOW
‘ Persistent thing state
REGISTRY during intermittent

Identity and Management connections

of your things

AWS 0T APT

emoi@amazon._com
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Devices publish & subscribe

Billions of devices can publish
and subscribe to messages

A
e

Input Authenticate
An array of temperature The connection to
sensors transmit data AWS loT Core is authenticated

AWS loT Core
Messaqes are transmitted
and received using the MQTT
protocol which minimizes the
code footprint on the device
and reduces network
bandwidth requirements

Devices communicate
AWS loT Core enables devices
to communicate with AWS
services and each other

* N
QP ~
AWS loT Core /

If the sensors agree the Authenticate Output

temperature Is above a
P The connection to the The fan receives a

threshold, they tum on the fan i& sutheriticated d and
fan, Only authenticated an iS5 authenticate command and turns on

users can control the fan
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AWS loT Core — Edge node (2

AWS loT Core

Process data based on rules,
and interpret that moisture

Input levels are high. Send alert
Data on road conditions and to nearby cars
performance is transmitted

The Rules Engine in AWS loT Core
alerts drivers of slick conditions

Amazon S3

Store engine
performance data

AWS loT Analytics

Use prebuilt
templates in loT
Analytics to create
predictive models

N

e (e

/ é O f | } AWS loT Core

The spectrometer goe

%%

QuickSight
Visualize loT data

Amazon
SageMaker
Engine performance
data is used to train
a machine learning
model in Amazon
SageMaker so
predictions get more
accurate over time

&=
DE]

S

Input Intermittent offline when its cycle
Connected mass Connection completes, but its
spectrometer reports its state last-reported state persists
and readings throughout a in AWS 10T Core

multi-hour cycle

REST APIs

Output
Technicians can use mobile
apps to set new desired
states (e.g. pause the cycle),
or query the last reported
state of the spectrometer
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eengrass =2 IdT Analytics

O

-
g
V.

G

R

AWS Greengrass
Core device

Device doto

Results from /

inference processing

e
: P &

Transfer troined

‘
er.

y ML model AWS Amazon Bring your
.«é S model

2

Greengrass service SageMaker own
- s =
Troined ML models

Device performs inference Transfer ML models to Build and train
locally to take action quickly Greengrass devices ML models in the cloud
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AWS loT Analytics (1

AWS loT Analytics

AWS loT Analytics is a
fully-managed service that
makes It easy to run and
operationalize sophisticated
analytics on massive volumes
of loT data

Collect
Collect device data in a
variety of formats and

frequencies

Process
Transform and enrich
messages with external
sources

Store
Data is stored in a
time-series data store
for analysis

Bring your own
custom analysis

Run standard
SQL queries

.7y Run machine
~ leaming analysis

Analyze

Run SQL queries, use

pre-bullt models, and your
custom analysis to perform

machine tearning and
make predictions

Build
Analytics and reports
are used to help you

build system and
maobile applications
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AWS loT Analytics (2)

D
- ‘

AWS loT Core

e

>,
— /ﬁﬁ REEF
@: et

L 2

@ & ¢ o & @ o 9 o 8 @& & o p 4 ® & @& o @ @ & @

v

'é;J IREMIXK

E IREEME

SUETES Yl

v‘m Amazon o

AWS loT
= Analytics

—_ .
— [ K&

e =
S

g Kinesis

S ASE IS

 NAE 10T #E

Amazon
Redshift

@.
Contextual
Data
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AWS Lambda (1)

NGHAT JIAO TONG UNIVERST

= AWS lambda is a fine-grained method for deploying
code, managing services, and monitoring the health of
lightweight services. similar to Alibaba microservice.

.\\ \'a l
/\ \ |
st S 4
OF 0| o) 52 o
Phﬁt'(‘)‘j’::;osaze ; AWS Lambda @E_ .
Lambda is i
Photograph is taken to an S3 Bucket triggered Lan:zggir?;ncso'drzage Photo is resized into web,

mobile, and tablet sizes
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AWS Lambda (2 )-

= AWS lambda is a new pricing and service model

\’

|
R — |

R ERTT/n
HBOERERS S
B

AWS
SERVICES

HTTP
ENDPOINTS

MOBILE APPS
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/1 =11\

/ A\

\E /
~ /-/ 4

(AR FIRER
(NE




FELAAE

e/ SHANGHAI A0 TONG UNTVERSITY

AWS Lambda (3)

Q]

4

¥

\ o
. !
ekl Amazon ﬂﬂ'm

Amazon Kinesis

5 . DynamoDB
Social media stream C >
is loaded into Kinesis Lambda is AWS Lambda The hashtag trend
in real-time triggered Lambda runs code that data is stored in Social media trend data
generates hashtag trend data DynamoDB immediately available for

business users to query

Online order is placed

DynamoDB
Order data is stored
in an operational
database

AWS Lambda

Lambda runs data
transformation code

Lambda is
triggered

Amazon Redshift

Lambda loads results
into data warehouse

Analytics generated
from data
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I\/Iicrosoft loT Solution

Secure

Provides a secure connection to the Azure loT Edge, update
software/firmware/configuration remotely, collect state and
telemetry and monitor security of the device

Cloud managed

Q Simple processing Complex processing

€ itering, batching, compression ézgﬁtfjgeggvizz'w“f Enables rich management of Azure loT Edge from Azure provide a
complete solution instead of just an SDK
o Cross-platform
Q Enables Azure loT Edge to target the most popular edge operating
\\ systems, such as Windows and Linux
/” A $ ~ - F Portable
7 @t Iy ~ -
> (GR) Enables Dev/Test of edge workloads in the cloud with later

(o)

z, . ; .
IR continuous deployment pipeline

(_4 @malﬁ |5 o |,E><tensible

Enables seamless deployment of advanced capabilities such as Al
from Microsoft, and any third party, today and tomorrow

o ~ / \ \o? deployment to the edge as part of a continuous integration /
OQ
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Microsoft loT Core Innovations (1)

Azure loT Recent Innovations

Security Program
for Azure loT

O

Matchmaking with loT

security auditors

Azure loT Hub
Device Mgmt.

_n_f}

Cross platform and fully
extensible at scale

Azure loT Hub
Device
Provisioning
&o"l
L™

Cross platform and fully
extensible at scale

Azure loT
Edge

Cross platform and open
source

Microsoft loT
Central

\

Fully managed and
hosted loT SaaS

Security
Partnerships
/DICE

Secure hardware
attestation for
constrained devices

Azure loT Hub
message routing

&

Simple, powerful,
declarative

Azure loT Suite
connected
factory

iy

L

Pre-configured Solution
for Insights from OPC
installations

Azure Stream
Analytics for
Edge

Complex event
processing on Azure loT
Gateway SDK

Azure Time
Series Insights

®

Fully managed Time
Series Store and UX
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Microsoft loT Core Innovations (2)

Windows 10 loT Core Recent Innovations

Turn-key
Security

O

Device Guard for loT,

Bitlocker, & Secure Boot

Azure loT Hub
Device Mgmt.

_n_ﬂ‘

Integrated support and

fully extensible at scale

Azure loT Hub
Device
Provisioning

. :’.1
[

Integrated support and

fully extensible at scale

Azure loT
Edge

Integrated and open

source

Productization
Resources

Mfg Guide, Recovery
solution, Packaging tools

Project
“Rome”

&

Remote device

communication

Cortana

O

Now available

New Controls &
Embedded
Features

S

Modern Connected
Standby, on-SoC PWM,
NFC, and more

App Servicing
via Store

3

Service your apps with

Microsoft Store

New Platforms &
SoCs

Intel Joule, Intel Apollo

Lake, & RPi3 SOMs
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Microsoft loT Processing Procedure

Core Subsystems

Ul &
Reporting
Tools

Provision and
send data from
device to cloud

Stream processing and

Cloud rules evaluation over data

loT Devices Stream

Visualize data and learnings

Business

Gateway
(loT Hub)

Device Processing

Management

Store data

Integration

Integrate with Business processes

Storage

Things Insights

Actions
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Microsoft |1oT Intelligent Processing
Lambda Architecture

All Subsystems — Lambda Architecture

Fast Path — Real Time Processing

Stream processing and Ul &
rules evaluation over data Stream User

Processing Re;;or:ung Management
ools

loT Edge I Visualize data

Devi and learnings
evices
| Store data
Data
Device Cloud Transtormation

Management Gateway
(loT Hub)

Business
Integration

loT Devices

Machine
Learning

Bulk Device
Provisioning

Integrate with
Business processes

@ A Slow Path — Batch Processing A (ﬂ
e a'f‘.‘j" ] {iy =
)‘\,?_c. ‘fl{ - &) vl\_" J

Things Insights Action
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Microsoft loT Connection Procedure

Device Q—I_’

I
bveerneenenn i N/ExpressRoute ... o

Edge Connectivity
Device <@ AMQP, MQTT, HTTPS
loT Client
@ [rm——— Cloud Gateway
Device - 1 1
| Field Gateway* : ANIOR MGTT. HTTPS
CoAP, AllJoyn, OPC —’} I : -

Device o—l_’i loT Client i
Device @ Custom Protocols :
. < :
loT Client : -
——— 1 i
| Custom Cloud :
@ e M s it : Gateway :
Device < NN NN ANMsANEMRANSNMMANSESMAdsRsaeaanaaananae | i I
Field Gateway* i {Cou 3:: e
- | ) |
CoAP, AllJoyn, OPC < =8 :
:
I

I
I
- OPC, HTTP, CoAP
|
I
I
I

* Field Gateway may represent Microsoft, 3" party or
R 1 Optional solution component custom capabilities at a hardware or software level
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Microsoft loT EdgeQFog—Cloud Fusion (1)

loT Devices

B —eo-kew——0- § 0
— oM,

Event Producers

Ingestion

Events
Kafka

Stream Ingestion

Analyze and
Transform

Events

HD Insights

Azure
Databricks

Transformation

Events

Serving storage

‘9 Cosmos DB
-
a_ SQLDB

ﬁ‘ SQL DW

Events

Presentation
and action

Apphcanons

o B

Dashboards

(b

Power 81

Presentation and

=R 4

”

Katka Sews

|
| Evenits | Y Anee

LY lv?"lll_':/

loT /

\ Hud /
\ J
\

, \_//

| Events |

and analytics

mIJre

StraamAnatics

5 sToRM

Azure I.nxur‘u

soak‘_,,,

Appications

E

Dashboards
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Microsoft loT Edge-Fog-Cloud Fusion (2)

Key

«— |oT Telemetry

«— Application Events

«+— Application Metrics
Machine Logs

Logging & Monitoring Subsystems

Infrastructure & Platform

loT Device(s) (Physical and Simulated)

Device Streaming Container

Networking

loT Device Application
- oy LT Provisioning (Paas) Registry

Application
Metrics

Serilog Applnsights Sink

Alternate Azure Region
Clusters, VMs, Web/Worker Roles

loT Edge Application Custom Application(s)
Insights
Edge Module (via OMS)

Edge Module Application il Applnsights Application
E Sink Metrics

I A.pﬁt Module
ngliik = Metrics

Application

Log Analytics
Edge Hub (via OMS)

Log Storage
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