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1 Abtract

Bitcoin is a cryptocurrency and worldwide payment system invented by an unknown person or group of

people under the name Satoshi Nakamoto and released as open-source software in 2009.It is the first decen-

tralized digital currency, as the system works without a central bank or single administrator. The network

is peer-to-peer and transactions take place between users directly, without an intermediary. These transac-

tions are verified by network nodes through the use of cryptography and recorded in a public distributed

ledger called a blockchain. Consequently, Bitcoin has the unintuitive property that while the ownership of

money is implicitly anonymous, its flow is globally visible. In this paper we explore this unique characteristic

further, using heuristic clustering to group Bitcoin wallets. Some machine learning clustering methods will

be implemented for the supplement of the clustering work, and then a community detection process will be

applied to better understand how the transaction is running in this bitcoin network.

2 Introduction

We will need to represent the board states and realize some basic operations to make playing a game

feasible. And to make the board state consistent with the neural network, we will have to do some more

modifications with the sgf files.

2.1 Bitcoin Account

2.1.1 Elliptic Curve Digital Signature Algorithm

Bitcoin uses a particular digital signature scheme that.s called the Elliptic Curve Digital Signature

Algorithm (ECDSA). ECDSA is a U.S. government standard, an update of the earlier DSA algorithm adapted

to use elliptic curves. These algorithms have received considerable cryptographic analysis over the years and

are generally believed to be secure.

2.1.2 Private Key

Private Key is a 256-bit random number generated by the bitcoin system. With this private key, you

will be able to possess an account that’s in the bitcoin system. You will see this a little bit casual since it’s so

easy to leak your bitcoins in such an account to others. However, assume you try to access a bitcoin wallet

by randomly testing different combinations, you will have 2256 possible ones to check its balance. Assume

each person in this world have 100 bitcoin addresses, that will add up to 6 × 109 × 100 accounts. You will

have a probability of 6×1011

1.58×1077 = 3.8×10−66 to reach an account with values if try once. And even with 1020

times of trial, the probability is still too small to make a difference. The probability makes the decentralized

system safe, but it still requires absolute randomness of generating the private key to ensure the security of

the system. Thanks to the bitcoin software, this randomness issue is perfectly handled.
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Figure 1: Blockchain Organization

2.1.3 Public Key

Public Key is a value generated by the private key with a hash function. The property of hash functions

make it impossible to deduce the private key from the public key, which means we don’t have to worry about

the security of our private key when we just use the public key as our identity in the bitcoin system. The

public key will appear in the ledger of the bitcoin system named blockchain.

2.2 How Anonymization is Achieved

The private key is like your right hand to sign and validate a transaction, and the public key is like your

name appearing on the ledger in the bitcoin system.

2.2.1 Transaction

ECDSA provides the digital signature technique for the users to make valid contractions. With a

contract, the user who is going to provide the amount of money has to sign the original contract or hash of

the contract content to make it valid to miners. And only with private key can the user sign on the contract

content. With the contract content and the private key, bitcoin system can generate a ”signature” content

to validate the contraction. See it in Figure1.
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Figure 2: Blockchain Organization

2.2.2 P2P Network

Bitcoin operates on a list of blocks, the block chain. Each block contains lots of transaction data. The

bitcoin miners first collect all transactions not yet included in a block. Then, the miners check the signature

whether it’s valid according to the public key who is going to give the bitcoins and the transaction content.

If valid, the miners still need to check that the transaction amount is smaller or equal to the account balance.

Then, if the process is passed in over 50% percent of the whole networks, it will be written a new block and

the transaction is completed. See it in Figure 2.

3 Related Work

In this chapter we dig more into the possible techniques of deanonymizing a bitcoin network.

3.1 Leakage of Personal Information

The problem of User Identity Linkage (UIL), which aims to identify the accounts of the same user across

different social platforms, has been attracting an increasing amount of attention and effort due to both the

significant research challenges and the immense practical value of the problem. The bitcoin blockchain

system is a transaction network with no user profile or personal information, but there is still a chance that

a user might leak his information by posting his public key on the social network profile or the retailer which

the user bought his commodities from. The former will link your personal profile on the social network with

your public address which will endanger the anonymity of all the people having transactions with this bitcoin
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address, the latter will link your public key to the shipping address or mobile phone number, which will still

cause a lot of anonymity damage to the you and people transacting with you.

3.2 P2P Network Attack

This is a process linking one’s public address to his temporary IP address which he logs into the bitcoin

system. The bitcoin network implements P2P network, which allows attacker to connect any peer it tries to

deanonymize.

3.3 Deanonymization of Transaction Network

A user may possess multiple public addresses in order to ensure anonymity, which is the reason why we

want to find the similar behaviours between different public addresses and cluster them together.

3.3.1 Transaction Network

The transaction network T represents the flow of Bitcoins between transactions over time. Each vertex

represents a transaction and each directed edge between a source and a target represents an output of the

transaction corresponding to the source that is an input to the transaction corresponding to the target. Each

directed edge also includes a value in Bitcoins and atimestamp. It is a straight-forward task to construct T

from our dataset.

Figure 3: Transaction Network
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3.3.2 User Network

The user network U represents the flow of Bitcoins between users over time. Each vertex represents

a user and each directed edge between a source and a target represents an input-output pair of a single

transaction where the input’s public-key belongs to the user corresponding to the source and the output’s

public-key belongs to the user corresponding to the target. Each directed edge also includes a value in

Bitcoins and a timestamp.

Figure 4: User Network

3.3.3 Our Work

Our work is to transform the transaction network to the user network. One approach is to abstract the

features of this transaction network, anther is to select features for the public address and apply machine

learning method to cluster them together. Finally, we will do a community detection in this bitcoin user

network, and we will see the result of this project.

4 Method

4.1 Basic Assumption

Each transaction may have multiple income and outcome addresses. One possible clustering method

is to see the all the addresses on the one side of a contraction belonging to the same user. This is a very

intuitive and easy but still very power assumption to cluster the addresses.
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4.2 Machine Learning Clustering - Feature Selection

We extract the following features of a contraction, for each address or clustered addresses:

1. In-degree. The times of the address appearing on the sending side of a contraction.

2. Out-degree. The times of the address appearing on the receiving side of a contraction.

3. Average in-transaction amount and its difference.

4. Average out-transaction amount and its difference.

5. Average time interval between in-transactions.

6. Average time interval between out-transactions.

7. Active-duration. The most common interval when the client is active.(ranging from 1 to 4 representing

midnight, morning, afternoon, night before 8 respectively)

5 Experienment

5.1 Data Collection

As we know, every bitcoin client can access all bitcoin transaction history data easily. From the very first

bitcoin transaction to now (2018 May), there are already more than 500,000 blocks on the earth. Considering

that a new blockchain is produced every several minutes, the number of blockchains is still increasing with a

very large speed. As each block contains transactions in thousand, the number of transactions is even much

larger. Processing such large amount of data demands mighty computation power, thus, in practice, we only

use a part of all data. The original data are composed of block data. Therefore, we have to preprocess the

original data to make them organized as desired. The data can be downloaded from peer-to-peer network

using open-source bitcoin client1. For convenience, we directly downloaded data online which are already

collected by other researchers. Among about 270,000 transactions, there are around 24,000,000 different

bitcoin wallet addresses, approximately 30,000,000 transactions.

1https://github.com/bitcoin/bitcoin
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Figure 5: A glimpse of recently produced blocks

Figure 6: A glimpse of original block information

5.2 Deanonymization

Although the alleged anonymization of bitcoin is a very tempting, it’s just pseudo-anonymization rather

than absolute anonymization, which gives us opportunity to deanonymize it. In essence, denonymization is

to link wallet addresses to the owner hiding behind. However, linking wallet addresses with the real-world

users requires additionally external information apart from history transaction data. Considering the fact

that we are only provided with transaction data, as a consequence, in this project, we just take into account

how to cluster wallet addresses that potentially belong to the same user. In order to achieve this goal, we
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Figure 7: Left: The first column is column ID. The second column is address ID. The third column is address
hash, i.e. the real address appearing in a block. Middle: The first column is column ID. The second column
is address which receives bitcoins. The third column is the amount of 10−8 bitcoins. Right:The first column
is column ID. The second column is address which sends bitcoins. The third column is the amount of 10−8

bitcoins.

applied two different approaches, of which the first is using heuristic to conduct clustering while the second

is exploiting machine learning techniques.

5.2.1 Heuristic Clustering

A bitcoin user usually owns many wallets concurrently, and each wallet contains certain amount of

bitcoins. If the user wants to buy something inexpensive, for example, which can be paid by money in just

one wallet, then the transaction will include just one input wallet address. However, if the user wants to

buy something very expensive, which needs to be paid by money in several wallets simultaneously, then such

transaction will involve several input addresses. From the two examples above, we can derive one useful

heuristic, which is that if there are two or more than two input addresses in one transaction, then they may

belong to the same user. Therefore, we can always cluster addresses which appear in the same transaction’s.

What’s more, for two clusters of addresses, if they have at least one address in common, then we can merge

the two clusters into a bigger one. We will keep doing this until all clusters are disjoint.

6 Results

6.0.2 Heuristic Clustering

Among the totally about 24,000,000 bitcoin addresses, we identified about different 12,000,000 users.

Part of the results are shown in Figure 4. Then we analyze such results. More than 70% users possess only

one address. The mean of number of owned addresses by single user is 2.0. The maximum number of owned

addresses by single user is 544754. The minimum number of owned addresses by single user is 1. Since 99%

users have less than 10 addresses, it’s a bad idea to draw a histogram. Instead, we draw figure 5 to visualize

the data distribution. Moreover, we also count how many times an address participate in transactions,

including sending and receiving bitcoins. The mean of number of transactions a single address participate
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Figure 8: Three snapshots of results of heuristic clustering. The first column is address ID. The second
column is the user ID.

Figure 9: Left: In this graph, each circle represents a user. And the area of a circle positively proportionally
reflects the number of addresses a user owns. From this graph, we can clearly see that most users own just
a small number of address, while only few users own a large number of addresses. Right: In this graph,
each circle represents an address. And the area of a circle positively proportionally reflects the number of
transactions an address participate. From this graph, we can clearly see that most addresses participate just
a small number of address, while only few addresses take part in a large number of transactions.

percentile 50% 60% 70% 80% 90% 95% 99% 99.9%
# of addresses 1 1 1 2 2 3 8 51

Table 1: Percentiles of number of addresses owned by one identified user. We note that more than 70% users
only own one address, and less than 0.1% users own more than 50 addresses.

in is 7.26. The maximum number of transactions a single address participate in is 1752211. The minimum

number of transactions a single address participate in is 1. Similarly, we visualize the data distribution in

figure 5.
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percentile 50% 60% 70% 80% 90% 95% 99% 99.9%
# of transactions 3 4 5 6 9 16 59 277

Table 2: Percentiles of number of transactions a single address involved with. We note that more than 50%
addresses are only involved in own 3 transactions, and less than 0.1% addresses are involved with more than
277 transactions.

7 Appreciation
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