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Peter Neumann [3E] (1932-)
- iFEINMEER, €127 ACM SIGSOFT

Myopia (F2fR) is very
dangerous with respect
to trustworthiness
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o System development
— System conceptualization
— Requirements definition
— System design
— HW/SW implementation
— Support systems
— Analysis of system
— Evolution and decommission

o System operation and use
— Natural environmental factors
— Animals
— Infrastructure factors
— Hardware malfunction
— Software misbehavior
— Communication failures
— Installation
— Misuse of the overall environment
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“Mission-Critical” is a broad categorization
of ultra-high reliability and availability of
electrical and mechanical systems that must
meet stringent operating criteria to maintain
continuous functionality and eliminate
costly unscheduled downtime.

--- {MAINTAINING MISSION CRITICAL SYSTEMS IN A 24/7 ENVIRONMENT)
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Increased Error Rates

2:25 PM PST: We continue to work towards recovery of the issue affecting the Kinesis Data Streams API in the US-EAST-1 Region. We
also continue to see an improvement in error rates for Kinesis and several affected services, but expect full recovery to still take up to a
few hours. For Amazon Cognito, the issues affecting APIs and authentication for user and identity pools has now recovered. For
AutoScaling, delays in launching new instances has now recovered, however some scaling operations are still delayed due to delayed
CloudWatch metrics. For EventBridge, we have seen partial recovery for the issue affecting delivery of Events.

We are actively working toward full recovery for all affected services, and will continue to provide updates regularly as we have new
information to share.
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Table 3.1 Cost of Downtime*

Industry Average Cost per Hour

Brokerage $6.400.000
Energy $2.800.000
Credit card operations $2,600,000
Telecommunications $2.000,000
Manufacturing $1.600.000
Retail $1.100,000
Health care $640.000

Media $340.000

Human life “Priceless”

4 Prepared by a disaster-planning consultant of Contingency Planning
Research.
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Operations & ﬁ Planning &

Maintenance Impact

Assessment
‘ “Seven steps” is x
Educ(:&ation a continuous Enginecrintiy
Training cycle of Design

evaluation,
Implementation,
preparation, and
maintenance

Project
Management

~ , - {MAINTAINING
Testing & MISSION CRITICAL

. : . SYSTEMS IN A 24/7
Commissioning ENVIRONMENT)

Documentation
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The work an unknown good man has done is like a vein of water
flowing hidden underground, secretly making the ground green
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... urges computer scientists and engineers to think beyond the normal set
of technical criteria of excellence such as power, efficiency, and correctness
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