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Chapter 1

Some Routing Protocols in Sensor Networks

Abstract

Wireless Sensor Networks(WSN) is recently quickly
developed and much great advancement have come
about in the recent years.WSN can be used in many
various application areass,for example,in nature pre-
serves,monitoring and gathering events in hazardous en-
vironments,surveillance of buildings,and surveillance of
enemy activities in a battlefield environment.For different
application areas,there are different technical issues that
researchers should take care of.In this paper,we first in-
troduce the important features of WSN.Then we analyze
some recent great work on WSN,this included some im-
portant protocols,some routing methods and some meth-
ods to improve the performance of WSN.After reading this
paper,you would have a deep understanding of WSN and
know what important features should be taken of in eval-
uating new research for WSN.

1.1 Introduction

Wireless sensor network is composed of tens to
thousands of sensor nodes.Each sensor node consists
of the five basic components:sensor unit,analog digital
convector,central processing unit,power unit,and com-
munication unit.And the most important features and
requirements of a sensor network is as followed:varying
network size,low cost,long network lifetime,fault
tolerance,reliability,security,self-organization,query and
re-tasking,cooperation among sensor nodes,application
awareness,Data centric.

The routing protocols for sensor can be classified into
three categories,proactive,reactive,and hybrid routing pro-
tocols.In proactive routing ,all routes are computed be-
fore.So the storage space for routing tables should be very
large.While in reactive protocols,routes are computed on
demand.Hybird protocols combine proactive and reactive
together.

Figure 1.1. (a)direct protocol (b)flat protocol
(c)cluster protocol[1]

And according to node’s participating style,routing pro-
tocols can be classified into three categories,direct commu-
nication protocols,flat routing protocols,and clustering rout-
ing protocols.In direct protocol,sensor node sends its data
directly to the sink.However,the larger the sensor network
is,the shorter the lifetime.Under a flat routing protocol,all
nodes in the network are treated equally.Different from di-
rect protocol,when a node needs to send data,it may find a
route consisting of several hops to the sink.Under a cluster-
ing routing protocol,many local sensor nodes form a cluster
and select a cluster head.Members only communicate with
the selected head,while the head is responsible for forward-
ing its members’ data to the sink.Notice that this can happen
directly or via other cluster heads.

1.2 Sensor Protocols for Information
via Negotiation(SPIN)[1]

SPIN efficiently disseminate information among sen-
sor nodes in an energy-constrained sensor network.Every
node uses metadata to name their data and uses negotia-
tions to eliminate the redundant data transmission.The sen-
sor nodes can distribute data efficiently with limited energy
as communication decisions are made based on application-
specific knowledge of the data and knowledge of the re-
sources that are available to it.Conventional data dissemina-
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tion have three problems when they are deployed in sensor
networks which is implosion,overlap,and resource blind-
ness.SPIN solves these problems by using data negotiation
and resource-adaptive algorithms.Instead of sending actual
data,nodes send an ADV message which contains the meta-
data to the destination.If it has not received the data be-
fore,a REQ message will send back to the node,then the
node will send actual data.Otherwise nothing needs to be
none.This assures that there is no redundant data sent.In ad-
dition,SPIN checks the current energy level of the nodes
and adapts the protocol it is running based on how much
energy remains.However,SPIN has the following disadvan-
tages.Firstly,it is not scalable.Secondly,the nodes around a
sink could deplete their battery quickly if the sink is in-
terested in too many events.Thirdly,for a given localized
event,the data may be sent throughout the network.

1.3 Routing Protocols with Random Walks[1]

This algorithm achieves true multi-path routing as well
as some kind of load balancing in a statistical sense.The
steps for finding a route from a source to its destina-
tion.Firstly,the knowledge should be obtained first to find
the requested route.The Bellman-Ford algorithm is ap-
plied to compute distances between nodes,based on the
information of the source and destination unique identi-
fiers.Secondly,each intermediate node selects one of its
neighbors which are closer to the destination according
to a computed probability.The advantages of this proto-
col are very little state information needs to be kept.It can
distribute routing load or communication load at various
times.Different routes are chosen at different time.The main
drawback is the topology of the network may not be practi-
cal.

1.4 Rumor Routing[2]

Rumor routing is a variation of directed diffusion and is
mainly intended for applications where geographic routing
is not feasible.Usually directed diffusion uses flooding to in-
ject the entire network.However,in some cases there is only
a little amount of data requested from the nodes and thus
the use of flooding is unnecessary.In order to flood events
through the network, the rumor routing algorithm employs
long-lived packets, called agents.When a node detects an
event, it adds such event to its local table, called events ta-
ble, and generates an agent. Agents travel the network in
order to propagate information about local events to distant
nodes. When a node generates a query for an event, the
nodes that know the route, may respond to the query by in-
specting its event table. Hence, there is no need to flood the
whole network, which reduces the communication cost. On

the other hand, rumor routing maintains only one path be-
tween source and destination as opposed to directed diffu-
sion where data can be routed through multiple paths at low
rates.Rumor routing performs well only when the number
of events is small.The example of rumor routing protocols
are MCFA,GBR,IDSQ and so on.

1.5 Cluster-Based Routing[2]

Cluster-Based routing or hierarchical routing are well-
known techniques with special advantages in scalability and
efficient environment.In a hierarchical architecture, higher
energy nodes can be used to process and send the infor-
mation while low energy nodes can be used to perform the
sensing in the proximity of the target. This means that cre-
ation of clusters and assigning special tasks to cluster heads
can greatly contribute to overall system scalability, lifetime,
and energy efficiency.Hierarchical routing is mainly two-
layer routing where one layer is used to select clusterheads
and the other layer is used for routing.However,hierarchical
routing is always not optimal routing and energy dissipa-
tions cannot be controlled.The famous example of cluster-
based routing are LEACH,TEEN,SOP,HPAR,TTDD and so
on.

1.6 Geographic Routing[3]

In this kind of routing,sensor nodes are addressed by
means of their locations.The distance between neighbor-
ing nodes can be estimated on the basis of incoming signal
strengths.To save energy, some location based schemes de-
mand that nodes should go to sleep if there is no activity.
More energy savings can be obtained by having as many
sleeping nodes in the network as possible.The advantages
of geographic routing is low-complexity,robustness and
stability.However,traditional shortest path schemes(such as
DSDV or AODV) and greedy geographic schemes can
cause heavy throughput losses in the presence of network
non-uniformities or unbalanced traffic demands.Then cer-
tain randomized strategies to route around holes were sug-
gested but still fail in networks with typical hole configu-
rations or provide low throughput.Then a randomized for-
warding strategy by Piyush Gupta[3] based on geograhpic
routing achieves near-optimal throughout over random pla-
nar networks with an arbitrary number of routing holes.

The algorithm is as followed a node on receiving a
packet with the data falg checks if the final-dest id is iden-
tical to its own.If yes,it accepts the packet.Else it checks
if it is on the boundary of a hole.If the node is not no
the boundary of a hole.It first checks if its node location
matches the next-dest.If that does not match its own loca-
tion.It forwards the packet greedily towards next-dest.If it is
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the next-dest.Then check the stage.If stage= 0,next-dest is
always FINAL-dest. The node would have already accepted
the packet.if stage = 1 update stage= 2 and and sets next-
dest = sec-dest and clears sec-dest to null, and forwards the
packet to neighbor closest to the new next-dest.If stage= 2
update stage= 3 and and sets next-dest = B and forwards
packet greedily towards B. If stage= 3 update stage= 4 and
sets next-dest = BB

′
and greedily forwards towards next-

dest. if stage= 4,update stage= 0 it sets next-dest = final-
dest and greedily forwards towards next-dest.

1.7 Network Coding Based Data Collecting
Routing Protocol[4]

The research on network coding has received tremen-
dous amount of attention in recent years.The advantages of
network coding are,first,network coding achieves the net-
work multicast capacity.Second,network coding is found to
be effective and helpful in lossy wireless networks.In ad-
dition,network coding is also able to utilize the wireless
broadcast advantage while significantly simplifying proto-
col design.Finally,network coding can compress spatially
correlated sensing data in a distributed fashion. In tradi-
tional routing,we usually use control messages for individ-
ual packets.However,network coding offers reliable com-
munication and it changes the fundamental connection be-
tween end-to-end observation and link loss probabilities
from product to minimum, leading to low false positives
in inference algorithms.So this protocol takes advantages of
network coding and as a result improve the performance in
Passive loss inference problem.

Figure 1.2. system model[4]

Network Coding Based Data Collecting Routing Proto-
col first rely on MintRoute[5] protocol to select the path
from a terminal node to the sink.MintRoute constructs a re-
verse multicast rooted at the sink with all terminal nodes
as the leaf nodes.Data are transmitted through the paths
on the tree from terminal nodes to the sink.The terminal
nodes,node 2 and 3,continuously obtain sensed data from
the environment and transmit them through node 1 to the

sink, node 0. All wireless links are lossy due to the in-
herent instability of wireless ratio.The relay node 1 per-
forms network coding.It first checks whether the received
coded packets is linearly independent with its buffered
coded packets.If so,it inserts received coded packet into its
buffer,otherwise,this packet is discarded.The sink decode
all the source packets.Decoding is equivalent to solving a
linear system composed of all coded packets received so
far.The decoding matrix represents the coefficient matrix of
such a linear system.

1.8 Energy Aware Routing[6]

Energy problem is a very crucial problem since sensor
nodes are typically battery powered and the lifetime of the
battery imposes a limitation on the operation hours of the
sensor network.From the physical layer up to the network
layer and application layer,researchers are investigating en-
ergy conservation at every layer.The objective of energy
aware protocols is either minimizing the energy consump-
tion or maximizing the network lifetime.Woo proposed five
energy aware metrics to achieve this target.However,it is
difficult to implement in a local algorithm when even the
global version of the same problem is NP-complete.Chang
proposed a class of flow augmentation algorithms and a
flow redirection algorithm which balance the energy con-
sumption rates among the nodes in proportion to the en-
ergy reserves.The limitation of this approach is that it re-
quires the prior knowledge of the information generation
rates at the origin nodes.A new method is the availability of
the so-called energy scavengers which are devices able to
harvest small amount of energy from ambient sources such
as light,heat or vibration.Environmental energy is distinct
from battery status in two ways.First it is a continued sup-
ply which if appropriately used can allow the system to last
forever.Second, there is an uncertainty associated with its
availability and measuremen.

1.9 Conclusions

Routing in sensor networks is a new area of research,
with a limited, but rapidly growing set of research results.In
the first project paper,we introduce some basic concep-
tion of wireless sensor network.And introduce many pro-
tocols in wsn,the latest protocols improve the former proto-
cols very well and many great methods are proposed.For
each routing protocol,no matter cluster based routing or
geographic routing have their own advantages and disad-
vantages.Then we will introduce the opportunistic routing
in detail and security problem in the wireless sensor net-
work,giving a brief introduction about the common attacks
and the related measurement.
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Chapter 2

Opportunistic Routing

Abstract

Opportunistic Routing is a recent technique that gets
further throughput improvement,even in lossy wireless
links.Traditional routing chooses the nexthop before trans-
mitting a packet; but, when link quality is poor, the prob-
ability the chosen next hop receives the packet is low.In
contrast,OR involves multiple forwarding candidates to
relay packets by taking advantage of the broadcast na-
ture and spacial diversity of the wireless medium.It is al-
ready been shown that Opportunistic Routing reaches a
higher throughput than traditional routing in multihop net-
works.For retransmission is unlikely to occur in OR so
OR is also potential in power consumption.It is already
showed that network coding can bring a lot of benefits in
wireless communication.We will introduce the MORE pro-
tocol which combine network coding with opportunistic
routing.And in this chapter research about the end-to-end
throughput of opportunistic routing in multihop multiradio
and multichannel networks will be discussed.At last,as so
many wireless routing protocols are proposed and will be
proposed.How to evaluate these protocols is another prob-
lem will be discussed.

2.1 ExOR Opportunistic Multi-Hop
Routing[1]

ExOR is an integrated routing that realizes some of
the gains of cooperative diversity.ExOR broadcasts each
packet,choosing a receiver to forward only after learning
the set of nodes which actually received the packet.Only
a single ExOR node forwards each packet,so that ExOR
works with existing radios.The basic idea of ExOR is that
the source broadcasts the packet.Some sub-set of the nodes
receive the packet.The node in the sub-set that is closest
to the destination broadcasts the packet.This continues un-
til the destination has received the packet.One reason that
ExOR provide more throughput is that each transmission
may have more independent chances of being received and

Figure 2.1. Example five node network with
link delivery[1]

forwarded.Another reason is that it takes advantage of trans-
missions that reach unexpectedly far,or fall unexpectedly
short.The forwarder list is specified based on the expected
cost of delivering a packet form each node in the list to
the destination.Estimated transmission count(ETX) value is
used estimate the cost.ExOR uses knowledge of the com-
plete set of inter-node loss rates to calculate these ETX
values.A link’s ETX value is the inverse of the link’s de-
livery probability in the forward direction.For example,the
ETX in figure is calculated as follow,the lowest ETX path
is choosed.ETX(A) = 1

0.7 + 1
0.7 = 2.86,ETX(B) =

1
0.9 + 1

0.85 = 2.29,ETX(C) = 1
0.85 = 1.17, ETX(D) =

1
0.7 = 1.43.

Compared with former protocols,ExOR requires less
channel stability and takes advantage of intermediate nodes
to relay packets.Former opportunistic forwarding protocols
such as Geographic Random Forwarding assume that chan-
nel measurements accurately predict whether packets are
likely to be delivered.In contrast,ExOR determines the for-
warding node based on reception of data packets rather than
preceding control packets.
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2.2 MAC-independent Opportunistic Rout-
ing and Encoding[2]

Opportunistic routing allows any node that overhears
the transmission and is closer to the destination to par-
ticipate in forwarding the packet.Certainly it brings a lot
of benefits such as low retransmission probability and
high throughput.However,it also introduces a difficult chal-
lenge.Multiple nodes may hear a packet broadcast and un-
necessarily forward the same packet.ExOR deals with this
issue by imposing a strict scheduler on router’s access to
the medium and tying the MAC to the routing,and only one
forwarder is allowed to transmit at any given time.In ad-
dition,some of the desirable features of the current 802.11
MAC is lost.In contrast,MORE randomly mixes packets be-
fore forwarding them.So routers hear the same transmission
do not forward the same packet.

2.2.1 The Unicast Case

Figure 2.2. unicast example[2]

We assume that the source sends 2 packets p1 and p2.The
nexthop R receives both and the destination happens to
overhear p1.There is no need for R to send p1 again to the
destination.ExOR requires node coordination.It imposes a
special scheduler which goes in rounds and reserves the
medium for a single forwarder at any one time.In MORE
network coding is used to solve the solution instead of co-
ordination.For example,R can send the sum p1+p2 and des-
tination can get packet p2 by subtracting from the sum .In
deed,the source broadcasts its packets,routers create ran-
dom linear combinations of the packets they hear.The des-
tination sends an ack along the reverse path once it receives
the whole transfer.

2.2.2 The Multicast Case

Figure 2.3. unicast example[2]

The source multicasts 4 packets to three destina-
tions.Unluckily,each of the four packets is lost by some
destination.Without network coding,the sender needs to re-
transmit all four packets.In contrast,with network coding,it
is sufficient to transmit 2 randomly coded packets which
is the linear combination of the four packets.Thus,network
coding has reduced the retransmissions and improving the
overall throughput.

Opportunistic routing greatly improves performance
for challenged flows that usually have low through-
put.When links on the best path have very good qual-
ity,there is little benefit from exploiting opportunistic re-
ceptions.However,many low-quality paths exist between the
source and the destination.By using the combined capac-
ity of all these low-quality paths,opportunistic routing man-
age to boost the throughput of such flows.MORE provides
both unicast and multicast traffic with significantly higher
throughput than both traditional routing and prior work on
opportunistic routing.

2.2.3 Questions and Improvement of
MORE

In the unicast example,the author strengthen the benefit
of network coding and get rid of coordination.If the destina-
tion already receives p1,it can certainly decode p2 from the
sum transmitted by R.However if the destination does not
receive p1,it is impossible to decode p2 from the sum.And
without coordination,R does not know whether the desti-
nation receives p1 or not.Maybe R continues sending the
linear combination of packets it receives,destination will be
able to decode all the packets sooner or later.However,with
the packets increasing,such as 20 or 30 packets,R has to
send a packet very large,this may cause some breakdown of
the wireless network.To prevent this situation.We think that
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if the total packets receive by P is large than n(depends on
the overhear probability) just send the linear combination of
last n packets.

Network coding is greatly used in this paper,but what
kind of algorithm is not mentioned.We think that soft deci-
sion networking coding may be a better choice,for the re-
lay node may be very simple node.The basic idea of Soft
Network-Coding(SoftNC)[3] is founded on the linear prop-
erty of the channel code.Let U denotes the information
packet and X denotes the transmitted packet and Γ denotes
encode,Γ−1 denotes decode.The softNC can be expressed
as

U3 = U1

⊕
U2 = Γ−1(X1)

⊕
Γ−1(X2)

X3 = Γ(U3) = Γ(Γ−1(X1)
⊕

Γ−1(X2)) = X1

⊙
X2

we see the relay performs networking without any channel
decoding process, while the traditional NC scheme requires
two channel decoding process and one channel encoding
process.

2.3 Throughput Bound of Opportunistic
Routing in Multi-radio Multi-channel
Multi-hop Wireless Networks[4]

Two major factors that limit the throughput in multi-hop
wireless networks are the unreliability of wireless trans-
missions and co-channel interference.So opportunistic rout-
ing is used to solve these problems.Furthermore,multi-radio
and multi-channel can be used to increase the throughput
bound.

2.3.1 System model

This system is a multi-hop wireless network with N
nodes.Each node ni is equipped with one or more wireless
interface cards,means multi-radio.Denote the number of ra-
dios in each node ni as ti.Assume K orthogonal channels
are available in the network without any inter-channel inter-
ference.Due to the unreliability of wireless links,there is a
packet reception ratio(PRR) associated with each transmis-
sion link.Then we introduce the concept of opportunistic
module for OR.It consists of a transmitter(ni),all of its one-
hop neighbors,and the wireless links associated with a PRR
piiq .To avoid packet duplication,only one of the forwarding
candidates becomes the actual forwarder of each packet.We
use an ordered set Fi the forwarding candidate sequence
to represent the forwarding priority.A forwarding candidate
will forward the packet only when all the other candidates
with higher priorities failed to do so.

2.3.2 Problem Formulation

The set of opportunistic modules which can be activated
at the same time is named as concurrent transmission set.A
CTS Tα can be represented by an indicator vector on all
wireless links,written as Tα = {ψkα

ij |lkij ∈ E}.

ψkα
ij = { 1, lkij is usable in CTS Tα

0, otherwise.

Denote the following indicator variable to represent the
transceiver configuration status in CTS Tα:

ηkαi = { 1, vki is usable in CTS Tα
0, otherwise.

While a usable receiver can only correspond to one trans-
mitter.This can be represented by:

ηkαi = min(1,
∑
lkij∈E

ψkα
ij +

∑
lkji∈E

ψkα
ji ),∀i = 1 . . . N, k = 1 . . .K

The number of channels being used on one node cannot ex-
ceed the number of radios installed on this node,we have:

K∑
k=1

ηkαi ≤ ti,∀i = 1 . . . N

The effective forwarding rate from a transmitter to its for-
warding candidate sequence is the summation of the effec-
tive forwarding rate to each forwarding candidate

R̃iFi =
∑

niq∈Fi

= Ri(1−
∏

niq∈Ci

(1− ϕiqpiiq))

The capacity region of the outgoing links form a transmitter
ni to its one-hop neighbors is

L∑
q=1

µqϕiq ≤ Ri(1−
L∏

q=1

(1− piiqϕiq))

The maximum throughput problem can be converted to an
optimal scheduling problem that schedules the activation of
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the CTS’s to maximize the end-to-end throughout.

Max

K∑
k=1

∑
lksi∈E

M∑
α=1

µkα
si (2.1)

K∑
k=1

∑
lkij∈E

M∑
α=1

µkα
ij =

K∑
k=1

∑
lkji∈E

M∑
α=1

µkα
ji ,∀i = 1 . . . N, i ̸= s, i ̸= d

(2.2)
K∑

k=1

∑
lkis∈E

M∑
α=1

µkα
is = 0 (2.3)

K∑
k=1

∑
lkdi∈E

M∑
α=1

µkα
di = 0 (2.4)

µkα
ij ≥ 0,∀k = 1 . . .K, lkij ∈ E (2.5)

M∑
α=1

λα ≤ 1 (2.6)

λα ≥ 0,∀α = 1 . . .M (2.7)∑
c

ukαiiqϕiq ≤ λαRi(1−
∏
c

(1− pkiiqϕiq)), (2.8)

C = {niq|lkiiq ∈ E,ψkα
iiq == 1}, (2.9)

∀vki ∈ V, α = 1 . . .M,∀ϕ(c) ∈ 0, 1|c| (2.10)

The solution of the function is the upper bound of the
throughput between two nodes for OR.The byproduct of
the LP is the radio-channel assignment and transmission
scheduling.

Figure 2.4. simulation result[4]

In the figure,TR represents traditional routing,OR rep-
resents opportunistic routing,xRyC-z represents x radios

and y channels,with z maximal number forwarding candi-
dates.We can see that OR can achieve better performance
than TR under different radio/channel configurations. How-
ever, in particular scenarios (bottleneck links exist between
the sender to relays), TR can be more preferable than
OR;OR can achieve comparable or even better performance
than TR by using less radio resource;for OR, the throughput
gained from increasing the number of potential forwarding
candidates becomes marginal.

2.4 Coordinated Anypath Routing

Coordinated Anypath Routing is an opportunistic rout-
ing designed for wireless sensor networks,in which the co-
ordination between receivers is handled by an overhearing-
based acknowledgment scheme.This protocol may be used
to minimize either retransmissions or power consumption.

2.4.1 Receiver Coordination[5]

Extremely Opportunistic Routing (ExOR), designed for
throughput maximization, comprises an overhearing-based
coordination scheme. To choose the effective next hop, the
sender includes in its packets a prioritized list of the CRS
members. Next, the receivers send their acknowledgments
(ACKs) in a staggered fashion, based on each node’s posi-
tion in the aforementioned list. As the nodes listen to each
other, they include, in their own ACK, the ID of the highest-
priority actual receiver they know about-possibly, their own
ID. Then, all nodes believing to be the highest-priority re-
ceiver further relay the packet. The original sender of the
packet considers it successfully forwarded as soon as it re-
ceives one ACK. Obviously, the emergence of multiple for-
warders is not entirely eliminated, as it is not guaranteed
that receivers are sufficiently able to overhear each other.

Figure 2.5. The ordered list of intended
receivers[5]

Experiments show that singlepath costs will include ac-
knowledgment costs, just as CA-Path costs do. Note that the
optimal CRS determined by CA-Path is likely to be smaller
than that found with anypath routing, as a larger CRS in-
curs a higher acknowledgment cost. Furthermore, similar to
anypath routing, the cost of the shortest CA-Path route will
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never be higher than that of the shortest singlepath route.
Although we are now considering acknowledgment costs,
CA-Path still has an advantage.

For which values of p can CA-Path decrease the cost
compared to singlepath. When choosing two next hops, the
inequality solves to p< 0.5. Thus, when p ≥0.5, CA-Path
reduces to singlepath. Following similar reasoning, choos-
ing three or even four next hops is interesting only when p
<0.38 or p< 0.31, respectively.

2.4.2 Minimizing Energy Consumption

CA-Path may be implemented as a purely overhearing-
based, proactive routing protocol, i.e., no additional mes-
sages are required for route maintenance. Nodes must keep
an up-to-date table of their neighbors’ costs and include
their own cost to reach the sink, together with the chosen
list of intended receivers, in each data packet. Any node,
overhearing this information, can update its neighborhood
table accordingly. To get the process started, the sink must
send out beacons, advertising its own cost of zero.

We propose the following greedy heuristic: each node
evaluates its own cost w.r.t. all singleton CRSs and sorts
those accordingly. Now, the node sets its CRS to be the
least expensive singleton and tries to merge it with the next
best one. If that decreases its cost, the node sets its CRS to
be these two nodes and then tries to merge it with the third
best singleton. The process is repeated until (i) the cost of
the current node no longer decreases or (ii) the CRS has
reached its maximum size. The experiments show that the
heuristic is a good approximation of the exhaustive search
for the optimal CRS.

2.5 Evaluate Routing Protocols[6]

Nowadays many routing protocols have been proposed
and more will still be proposed.So research on how to eval-
uate these routing protocols are of great significance.The
comparison between different protocols was usually in
terms of Packet Delivery Ratio (PDR) and control overhead
in ad hoc networks.In wireless mesh networks the main per-
formance metric is now throughput,often times even at the
cost of increased control overhead.

If you want to compare the efficiency of opportunistic
routing with traditional routing.For example,ExOR and tra-
ditional routing,as ExOR is unreliable,it can only guaran-
tees reliable end-to-end delvery of 90% of each batch,so
a direct comparison of ExOR with traditional routing
would be unfair.So we should do some compensation for
ExOR,like making both protocols reliable.If the size of the
file to be downloaded is 1MB.The evaluation of ExOR
should be based on the transmission of a 1.1MB file.so as to
compensate for loss.

How to compare a protocol with rate control against
a protocol without.Nowadays some protocols applies slid-
ing window-based rate control at the sources.In con-
trast,traditional routing has no rate control.So it is diffi-
cult to conduct a fair comparison of the two protocols.One
method is that for both protocols we perform the evaluation
in a saturated network,for example each source transmits at
6Mbps,same as the nominal bitrate of the network.

2.5.1 Recommendations

In the following,we make some recommendations for
more consistent and meaningful evaluation methodologies.

Rate control.Rate control is fundamental for the opti-
mal operation of any protocol,as it ensures that the traffic
load does not exceed the network capacity limit.Without
rate control,congestion can build up and throughput will
also start decreasing when the capacity point is exceeded.By
adding appropriate rate control,the goodput is expected to
remain constant when the offered load is beyond the capac-
ity.A related recommendation is that a protocol should also
be evaluated with multiple flows.

Isolating the benefit from new optimization tech-
niques.The evaluation of a new protocol that exploits a new
optimization technique should try to isolate the gain from
this technique, alone. The tricky part here is that in adding
a new optimization technique, a new protocol often incor-
porates other old techniques brought down to the routing
layer from the upper layers, such as end-to-end reliability
and rate control.

Separating rate control form end-to-end reliability.When
comparing a new reliable protocol to an unreliable one,the
simplest method to add end-to-end reliability to the unre-
liable routing protocol is to run it under TCP.One should
attempt to incorporate the relaibility/rate control features of
the new protocol to the protocol,the comparison will be able
to isolate the gain from the technique exploited in the new
protocol.

2.6 Conclusion

In project report2,we focus on research about oppor-
tunistic routing.First we introduce MORE,which uses MAC
independent instead of coordination,and we also propose
some mechanism for network coding in MORE.Then we
introduce the throughput bound of opportunistic routing in
multi-radio multi-channel multi-hop wireless networks as
the extension of throughput bound in multi-hop networks
introduced in project1.And get some interesting results in
this system.Then we show the potentials of opportunistic
routing in energy-constrained and data gathering.At last,we
do some research about how to evaluate these routing pro-
tocols and give some recommendation.
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Chapter 3

Security

Abstract

In this chapter we will introduce the security problem in
wireless sensor networks.Security is always a very hot and
important topic in networks.Expecially for wireless sensor
networks,which aims for military applications.In this chap-
ter,we will introduce the general concepts about security in
WSN,network layer attacks categories and the related coun-
termeasures.

3.1 Security Of Wireless Sensor Network[1]

Figure 3.1. summary of attacks against pro-
posed sensor networks routing protocols[1]

The threat models: An important distinction can be made
between mote-class attackers and laptop-class attackers. In
the former case, the attacker has access to a few sensor
nodes with similar capabilities to our own, but not much
more than this. In contrast, a laptop-class attacker may have
access to more powerful devices, like laptops or their equiv-
alent. Thus, in the latter case, malicious nodes have an ad-
vantage over legitimate nodes. A second distinction can be
made between outsider attacks and insider attacks. We have
so far been discussing outsider attacks, where the attacker
has no special access to the sensor network. One may also
consider insider attacks, where an authorized participant in
the sensor network has gone bad.

3.1.1 Network Layer Attacks Categories

• spoofed, altered, or replayed routing information, The
most direct attack against a routing protocol is to target
the routing information exchanged between nodes.

• selective forwarding, In a selective forwarding attack,
malicious nodes may refuse to forward certain mes-
sages and simply drop them, ensuring that they are not
propagated any further.

• sinkhole attacks, In a sinkhole attack, the adver-
sary goal is to lure nearly all the traffic from a par-
ticular area through a compromised node,creating a
metaphorical sinkhole with the adversary at the center.

• Sybil attacks, In a Sybil attack, a single node presents
multiple identities to other nodes in the network. The
Sybil attack can significantly reduce the effectiveness
of fault-tolerant schemes.

• wormholes, In the wormhole attack, an adversary tun-
nels messages received in one part of the network over
a low-latency link and replays them in a different part.

• HELLO flood attacks, Many protocols require nodes
to broadcast HELLO packets to announce themselves
to their neighbors, and a node receiving such a packet
may assume that it is within normal radio range of the
sender. This assumption may be false for a laptop-class
attacker broadcasting routing or other information with
enough power could convince every node in the net-
work that the adversary is its neighbor.

• acknowledgement spoofing. Due to the inherent
broadcast medium, an adversary can spoof link layer
acknowledgements for ”overheard” packets addressed
to neighboring nodes in order to convince the sender
that a weak link is strong or even more that a
dead/disabled node is alive.
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3.1.2 Countermeasures

• outsider attacks and link layer security The majority
of outsider attacks against sensor network routing pro-
tocols can be prevented by simple link layer encryp-
tion and authentication using a globally shared key.
Thus the Sybil will not be relevant because no mat-
ter how many identities the adversary has, she doesn’t
have the right key. Anyway link layer encryption and
authentication cannot deal with attacks like wormhole
and HELLO flood attacks, and the mechanisms using
a globally shared key are ineffective in presence of in-
sider attacks or compromised nodes.

• the Sybil attack Identities must be verified but it’s a
pity that generating and verifying digital signatures is
beyond the capabilities of normal sensor nodes. One
solution is to have every node share a unique symmet-
ric key with a trusted sink. Then we have protocols like
Needham-Schroeder for nodes to verify each other’s
identity and establish a shared key. A pair of neighbor-
ing nodes can use the resulting key to implement an au-
thenticated, encrypted link between them. This is not
to say that nodes are forbidden from sending messages
to sinks or aggregation points multiple hops away, but
they are restricted from using any node except their
verified neighbors to do so. In addition, an adversary
can still use a wormhole to create an artificial link be-
tween two nodes to convince them they are neighbors,
but the adversary will not be able to eavesdrop on or
modify any future communications between them.

• HELLO flood attacks The simplest defense against
hello flood attacks is to verify the bidirectionality of
a link before taking meaningful action based on a mes-
sage received over that link. However, this coun-
termeasure is less effective when an adversary has a
highly sensitive receiver as well as a powerful trans-
mitter. Since the links between these nodes and the ad-
versary are bidirectional, the above approach will un-
likely be able to locally detect or prevent a hello flood.
One possible solution is for every node to authenticate
each of its neighbors with an identity verification pro-
tocol using a trusted sink, so an adversary claiming
to be a neighbor of an unusually large number of the
nodes will raise an alarm.

• wormhole and sinkhole attack Wormholes are hard to
detect because they use a private, out-of-band channel
invisible to the underlying sensor network. Sinkholes
are difficult to defend against in protocols that use ad-
vertised information such as remaining energy or an
estimate of end-to-end reliability to construct a rout-
ing topology because this information is hard to ver-
ify. One class of protocols resistant to these attacks is

geographic routing protocols which construct a topol-
ogy on demand using only localized interactions and
information and without initiation from the sink. Ar-
tificial links are easily detected in geographic routing
protocols because the ”neighboring” nodes will notice
the distance between them is well beyond normal radio
range.

• selective forwarding A compromised node has a sig-
nificant probability of including itself on a data flow
to launch a selective forwarding attack if it is strate-
gically located near the source or a sink. Multipath
routing can be used to counter these types of selec-
tive forwarding attacks. The use of multiple braided
paths may provide probabilistic protection against se-
lective forwarding and use only localized information.
Allowing nodes to dynamically choose a packet’s next
hop probabilistically from a set of possible candidates
can further reduce the chances of an adversary gaining
complete control of a data flow.

• authenticated broadcast and flooding Authenticated
broadcast is useful for localized node interactions.
Many protocols require nodes to broadcast HELLO
messages to their neighbors. These messages should
be authenticated and impossible to spoof. Flooding
can be a robust means for information dissemination
in hostile environments because it requires the set of
compromised nodes to form a vertex cut on the un-
derlying topology to prevent a message from reaching
every node in the network. The downsides of flood-
ing include high messaging and corresponding energy
costs, as well as potential losses caused by collisions.
But we have protocols like SPIN and gossiping algo-
rithms to reduce messaging cost and collisions.

3.2 Attack-resistant location estimation[2]

Without protection, an attacker may easily mislead the
location estimation at sensor nodes and subvert the nor-
mal operation of sensor networks. we investigate two types
of attack-resistant location estimation techniques to toler-
ate the malicious attacks against range-based location dis-
covery in wireless sensor networks. The first technique,
named Attack-Resistant Minimum Mean Square Estimation
(AMMSE), is based on the observation that malicious loca-
tion references introduced by attacks are intended to mis-
lead a sensor node about its location, and thus are usually
inconsistent with the benign ones. Our second technique, a
voting-based location estimation method, quantizes the de-
ployment field into a grid of cells and has each location ref-
erence ”vote” on the cells in which the node may reside.

For AMMSE: Intuitively, a location reference introduced
by a malicious attack is aimed at misleading a sensor node
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Figure 3.2. attacks against location discovery
schemes[2]

about its location. Thus, it is usually ”different” from be-
nign location references. When there are redundant location
references, there must be some ”inconsistency” between the
malicious location references and the benign ones. An at-
tacker may still have a location reference consistent with the
benign ones after changing both the location and the dis-
tance values. However, such a location reference will not
generate significantly negative impact on location determi-
nation. To take advantage of this observation, we propose
to use the ”inconsistency” among the location references to
identify the malicious ones, and discard them before finally
estimating the locations at sensor nodes.

For voting-based location estimation In this approach,
we have each location reference ”vote” on the locations at
which the node of concern may reside. To facilitate the
voting process, we quantize the target field into a grid of
cells, and have each sensor node determine how likely it is
in each cell based on each location reference. We then se-
lect the cells with the highest vote and use the ”center” of
the cells as the estimated location. To deal with the resource
constraints on sensor nodes, we further develop an iterative
refinement scheme to reduce the storage overhead, improve
the accuracy of estimation, and make the voting scheme ef-
ficient on resource constrained sensor nodes.

Both proposed techniques can usually remove the effect
of the malicious location references from the final loca-
tion estimation when there are more benign location ref-
erences than the malicious ones. When the majority of lo-
cation references are benign, the location estimation error
of the attack-resistant MMSE is bounded if we can success-
fully identify the largest consistent set. Hence, to defeat the
attack-resistant MMSE approach, the attacker has to dis-

tribute to a victim node more malicious location references
than the benign ones, and control the declared locations and
the physical features like signal strength of beacon signals
so that the malicious location references are considered con-
sistent.

3.3 Conclusion

So far, we have introduced 7 kinds of attacks and 6
kinds of countermeasures dealing with different kinds of
attacks. I New kinds of attacks come into being one after
another, so do the measures to prevent the attacks.The basic
ways to prevent attacks are,first,improve the protocol itself
and leave no aws for attackers.Second,get enough under-
standing of the attack methods so we can get prepared well
enough to beat the attacks.
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Chapter 4

Our Own Routing Protocol

Abstract

In the former chapters,we have learned many kinds of
routing protocols and get a brief understanding of many
technologies about routing protocol in wireless sensor net-
work.So we try to come up with our own protocol routing
and introduce it in this chapter in detail.

4.1 Protocol Introduction

Figure 4.1. System Model

In figure 4.1 is our system model.This model is based
on clustering routing.The black node is local sensor
nodes.They only collect the data we need and send the data
to its next hop candidates and finally to the cluster head.The
yellow nodes is more than local sensor nodes,they can not
only collect the local data,but also act as the opportunistic

candidate and perform network coding,which we will in-
troduce in detail later.The blue nodes are cluster head,they
should be nodes with large storage ability and computa-
tion ability.For they should store the information of all the
local sensor nodes and perform decoding.The red node is
the sink,all the cluster head send their local data to the
sink node either directly or through other cluster heads as
the relay.There are four advantages of this routing architec-
ture.First,it is scalable.Secondly,it simplifies the process of
finding an available route to a destination.Thirdly,it is en-
ergy efficient,since it is easy for a cluster head to suppress
duplicated sensed data collected by different cluster mem-
bers.Finally,it is easier to manage the sensors and routes.

Then we will introduce how the local sensor nodes com-
municate with the cluster head.As we have showed in chap-
ter2,opportunistic routing performs very well in lossy wire-
less links network.In addition,opportunistic routing reaches
a higher throughput.So local sensor nodes select a set of
opportunistic candidates as the next hop.Which is the yel-
low nodes and blue nodes in the graph.Certainly the clus-
ter head has the first priority.Other candidates are yellow
nodes near the cluster.If they are far away from cluster
head,the probability they receive the packet is low.And
how many candidates depends on the strength of wireless
links.If environment is well and links are good.We choose
less candidates,in other words,use less yellow nodes.In the
other way,if environment situation is very tough,more yel-
low nodes will be used in the system model.In addition,this
method can also improve protocol’s security as it chooses
next hop from a set of possible candidates so that it is hard
for the attackers to know which route to break.Even if some
candidates break down,as long as the cluster heads work
well,the system will not break down.

Network coding will also be used in our model.As we
have introduced,network coding can achieve the network
multicast capacity.Second,network coding is found to be ef-
fective in lossy wireless networks.In addition,network cod-
ing is also able to utilize the wireless broadcast advantage
and can compress spatially correlated sensing data in a dis-
tributed fashion.In our model,if any yellow candidate node
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receives the packet.They do the linear combination of all the
packets it receives and send it to the cluster head.When the
cluster head has received enough linear combination pack-
ets.It sends a message to the local nodes to stop them from
sending.Decoding is equivalent to solving a linear system.

As the way cluster head communicates with the sink,we
choose the geographic routing.For in our model,the clus-
ter head can not move around and they are aware of
location information.And these cluster heads are special
nodes,their wireless links are strong and the probability of
packets being successfully received is high.In this situa-
tion,geographic routing is a good choice.For they already
know the location information before,so it is possible to
compute the best routs in advance.The advantages of ge-
ographic routing is low-complexity,robustness and stability.

Next we will consider the mobility of the system
model.In our model,the local sensor black nodes and yel-
low candidate nodes are mobile nodes which can move
around.But the cluster head and sink can not move.As we
know,mobility can increase the capacity of system.In ad-
dition,sensor nodes with mobility can visit more source
targets ,searching for unknown data sources.So this ar-
chitecture have some advantages in improving the perfor-
mance.Our strategy is that every cluster head has their own
effective regions.The nodes within this region will send
packet to the region cluster head.So avoid the situation that
sensor node is far away from cluster head because of mobil-
ity.But we should also avoid the ping-pong effect of sen-
sor node.For example,a sensor node is near the edge of
two cluster heads region.It is possible that it will change
its cluster head now and then because of mobility.So we ap-
ply the idea soft handoff into our protocol.The sensor node
receive acknowledge messages from different near cluster
heads.For the broadcast nature of message,this is possi-
ble,only when message from one cluster head is larger than
others and the difference surpasses a gate value.The sensor
node will change its belonging cluster head.So in this way
the ping-pong effect is avoided.

4.2 Conclusion

In this chapter,we come up with ideas about our own pro-
tocol routing.In this routing protocol,we based on cluster
structure,apply ideas about opportunistic routing ,network
coding and geographic routing into our protocol.We also do
some analysis in mobility problem in our protocol and sign
up the soft handoff method to solve the ping-pong effect.

4.3 Group Members

Figure 4.2. Group Members

The left one is Zhengguo Cai,his main contribution is re-
search about traditional routing protocols in sensor network.
The middle one is Ning Ye,his main contribution is research
about security problem in sensor network. The right one
is Nanfan Qiu,he is the group leader who arrange the pro-
cess of our project and combine group members’ work to-
gether.His main contribution is research about many previ-
ous routing protocols and come up with our own routing
protocol. The bottom one is Yichao Li,his main contribu-
tion is research about opportunistic routing protocols. At
last,we are all very thankful to Doctor Wang and TA’s great
help.
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