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Introduction

>What iS BitCOin? Merchants

» The first decentralized

: bitcoin
update |
C ry ptoc u rre n CY- : Bitcoin Software Platform
»Based on blockchain (distributed PN Citcoi Trading
database system). o ting bitcoin
»Using consensus mechanism(PoW) Mining Pool bitcoin | bitcoin
tO keep COrreCtneSS. Pt iceg Miner Miner Miner

» A wallet address represent an ) | bitcoin nvesier
account.

Issuance Circulation




Introduction

»Number of Bitcoin users is growing rapidly.
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Methods — Data Collection

LATEST BLOCKS SEE MORE =

» All blocks are available on Internet.

Height Age Transactions Total Sent Relayed By Size (kB) Weight (kWU)

>T0ta”y 522 137 bIOCkS until May 18 2018. 524491 11 minutes 2605 5,240.58 BTC AntPool 1,129.13 3,886.51
>Take 0.4MB as an average size, totally ~200GB! o
»Here | download block height 300000~522137.

» Each block record thousands of transactions. Siee e
» Extract useful data in transactions. 3 olocks™ |
: e 7000000000000000020022067 2021 ORI 9SS ONSTF5T",
» Useful data in a transaction: f%?ii;?i“ff:--"9?2332??33322????32322??2333232’2?11?3532EZiiéiééiéiZZiii?iiiZ?f’
»In-degree “
»Out-degree t

» Total fee of this transaction rauin chain

"received time": 1408554158, Thousands of transactions here

"relayed by": "46.253.195. SV

An example block #316655



Methods — Unsupervised Learning

» Feature extraction
»In-degree
»Out-degree
» Total fee

An example transaction with 5 in-degree, 2 out-degree and 1.91151425 BTC total fee



Methods — K-means

» A classic unsupervised method of clustering
>Given (x4, ..., X;,) Where x; € R3, find k clusters Sy, ..., Sy, to solve:
k
min > ) flx = il

=1 xX€S;
where u; is the centroid point of S;.




Methods — K-means

»How to decide k?

» Calinski Harabaz Index: an efficient strategy to decide which k
works better.

__ tr(By) (m—k)
max S(k) = &7 k=)

where By, W, are the covariance matrix of two different cluster
centroids and the covariance matrix of two inner cluster data points.

»S (k) is greater, k is better.



Methods — K-means

» Detection principle-whether this point is abnormal?

»Mahalanobis distance based method:
Assuming the data points drawn from multivariate normal distribution.

| 1

p(x; U, ) = — exp <—§(x - w'E M x —u))
(2m)2|Z|2

where u, o can be estimated by

m m
1= =N 5= 2N = )y — )T
H—mz:xi; _mZ Xi — )X — H
i=1 1=1




Methods — Online Learning

» Bitcoin network is continuously updating, how to update our model respectively?

»Bayesian Probit Regression(BPR)
Suppose the weights of weights w meet Independent Gaussian Distribution.
p(w) = N(w|u, X)
p(yIw) = Nylx"w,B) = N(ylx"u, x"2x + p2)
Since we can observe the label y of a new data Y, we can use KL distance to estimate the
distribution of y and then the posterior. Finally we get:

p(wyly) = N(wyliig, 07)

. n VX404 Yx' )
Ha = Hd v

JxTEx +ZBZ JxTEx + B2
— x;dog

52 = 0all ~ Zrg 4 gp WY w/VxTIx + B2)]




Methods — Online Learning

> Bayesian Probit Regression(BPR)

Our update algorithm:

(1) initialize u4, 012, U, 022, .., Up, 05,

(2) input a new data y with label Y, ford = 1, ..., D:
update ug4 and g, by the previous formula.



Methods — Visualization

»To show the result more intuitively, we build small web app which
plot the realtime data of Bitcoin network.

»Including:
» Average transaction fee recorded in a block
» Difficulty of mining
»Number of transactions per day




Result and Evaluation

» Using Calinski Hearbaz index to
choose best k

Calinski Harabax Score of different k

»K =5, the score is the greatest

»We choose k = 5 for following
experiments.




Result and Evaluation

» Result of k-means: Different color stands for different clusters

» Different color means
different cluster.

»3D image is too time
costing and not intuitive.
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Result and Evaluation

»Input data
> : normal

> Yellow: abnormal

»Newly added data:
> : hormal

> : abnormal
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Result and Evaluation

» Average transaction fee chart

» Difficulty chart

»Number of transactions per
day



Thanks!




