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This project is put forward by police which wants 

to establish a criminal information library and 

make a Relation map between criminal members. 

 



Background 

At present, police eliminate some criminal  gang, they have collected a lot of information stored in their mobile phone 

and they have gathered and put them in order with some commercial information, they want to select from data to 

establish a criminal map just like Acemap in order to show out the relationship between members and gangs. 

Objective: 

Fight against selling counterfeit 

cigarettes through Internet  



Data Masking 

Design a series of algorithm to 

mask data in order to cover the 

sensitive information. 

Data Visualization 

Draw a information network to 

show out the hidden relation 

Data Crawling 

Extract data from HTML 

files and XML file. 

Web Framework 

Create a web framework for 

collecting data. 



It’s basic theory of our task.  



Based on people 

Social Network： 

Based on everything 

 

Knowledge graph： 



Based on people 

Social Network 

Based on everything 

 

Knowledge graph: 



W3C RDF standard 

(subject, predicate, object) (SPO) triples 

Knowledge representation 

 Closed world assumption (CWA) : 

Non-existing triples indicate false relationships 

 Open world assumption (OWA): 

A non-existing triple is interpreted as unknown 

Open vs. closed world assumption: 
Leonard Nimoy was an actor who played the character 

Spock in the science-fiction movie Star Trek 
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 Smarter Search Engine 
 Google, Bing, Baidu 
 
 Semantically aware question answering services. 
 IBM’s question answering system Watson 
 Siri, Cortana, or Google Now. 
 
 Integrate multiple sources of biomedical information. 
 Bio2RDF, Neurocommons, and LinkedLifeData 



 Link prediction 
Predict the existence (or probability of correctness) of (typed) 
edges in the graph 
 

 Entity resolution 
Identify which objects in relational data refer to the same 
underlying entities. 
 

 Link-based clustering. 
Entities are not only grouped by the similarity of their features 
but also by the similarity of their links. 





Achievement  

 Extract information from 

HTML file 

 Extract information from 

XML file 

 Establish a Web Framework 



HTML and XML  

Call Log 

Address Book 

Message 
 



Web framework* 

Start app 
Create in mysite  

 

Initialize database 
Support different database  

Set admin app 
http://127.0.0.1:8000/admin 



Web framework* 

01 

02 

03 

04 

Design table 
Design model 

Initial database again 

Design webpage 
Establish contents and attributes 

Create component  
Template       View URL 

Add pattern 
Upload and show 



Data Masking 

Data Mask 

Data Creation 

 Algorithm: 

 DES 
 RSA 

 Tools: 

 Python MySQLdb 



Data Masking 



Data Visualization  

Sigmajs 

PRA 



Data Visualization  

Sigmajs 

Sigma is a JavaScript library dedicated to graph drawing. It makes 
easy to publish networks on Web pages, and allows developers to 
integrate network exploration in rich Web applications. 



Data Visualization  



Data Visualization  

PRA 

Extend the idea of using random walks of 
bounded lengths for predicting links in multi-
relational knowledge graphs. 



Data Visualization  

Let                  denote a path of length L of the form 

set of all such paths of length L, ranging over path types t. 



Data Visualization  

computed recursively by a sampling procedure, 
similar to PageRank 

The key idea in PRA is to use these path 
probabilities as features for predicting the 
probability of missing edges. 

Logistic regression 



Data Visualization  

(p, college, c) – (p, draftedBy, t) ^ (t, school, c) . 

By using a sparsity promoting prior on wk, we can 
perform feature selection, which is equivalent to 
rule learning. 



Data Visualization  





NLP 

Police Search 

Meaning of Secret 

Data Visualization 

Link prediction 

Feature selection 

Data collection 

Depends on larger 

dataset from police. 

verifiable relationships  



The final goal is to generate ten billion class database that 
contains more than 10000 verifiable relationships and 
implements associations between different types of data, as 
well as providing a learning sample for a more complex 
machine learning model. 



Thanks 


