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Abstract—Vehicle platooning is a promising technique to
enhance travel safety and road capacity. A common form of
platooning is Cooperative Adaptive Cruise Control (CACC),
where cars communicate their states with each other to maintain
a constant gap between them. CACC can further reduce the
headway between adjacent vehicles. However, the frequently
broadcast safety messages with precise location and time in-
formation impose a significant threat to the location privacy of
cars. Mix-zone based approaches are traditionally used to obfus-
cate vehicles’ identities by mixing their pseudonyms. However,
vehicles’ movement is tightly coupled with each other inside a ve-
hicular platoon, which introduces high predictability and spatial-
temporal correlation for trajectories of vehicles. In this paper, we
show how an adversary can exploit vehicles’ platooning states to
better infer their pseudonyms by observing their broadcast states
before and after entering a mix-zone. We propose a novel attack
strategy using a maximum likelihood estimator and expectation-
maximization algorithm, and demonstrate the effectiveness of
this attack through extensive simulations based on the real
data from U.S. Highway 101. Our strategy achieves 30% higher
inference accuracy compared with traditional non-platooning
traffic scenarios. We also suggest a few possible approaches to
mitigate such privacy threat in a platooning environment.

Keywords—Location privacy, mix-zone, vehicle platoon, vehic-
ular ad-hoc networks (VANETs).

I. INTRODUCTION

With the development of automobile industry and urban-
ization, more and more vehicles are on the highway linking
adjacent cities. As a result, a series of critical issues are
becoming more severe in modern transportation systems, such
as traffic congestion, traffic accidents, energy waste, and
pollution. Although the investment on road construction can
alleviate traffic congestion to some extent, it is not sustainable
because of the enormous construction cost and limited avail-
ability of land. A practical approach is to change the driving
pattern from individual driving to a platoon-based driving.
In general, the platoon-based driving pattern is a cooperative
driving pattern, in which a car follows another one, commu-
nicates with others, and maintains a small and nearly constant
distance to the preceding vehicle. This approach has been
proved to be a feasible technology to increase road capacity,
traffic safety and reduce energy consumption.

CACC is introduced taking advantage of Vehicle to Ve-
hicle (V2V) communication to realize longitudinal automated
vehicle control, with Global Positioning System (GPS) and
the sensing module as the complement of the communication
structure in case of 802.11p-based V2V communication error.
The lead vehicle specifies platoon characteristics including
inter and intra platoon spacing, acceleration and velocity
interval. The followers only communicate with its directly
preceding one, taking communication delay and heterogeneity

of the traffic into account to enable the vehicles driving at
smaller inter-vehicle distances while the platoon stability is
guaranteed. The communicating message is periodically (e.g.,
every 100 to 300 ms) broadcast to continuously offer the
activity of the driver, while such beacons may increase safety
as they are transmitted via a wireless channel they may be
eavesdropped upon.

High safety though it provides, the use of safety message
can cause huge problems. Beacons broadcast through the
wireless channel are rich in information about the vehicles,
most importantly, the location information of the vehicle itself.
With the information, it is possible for an adversary to get the
location of the home or working place, and may further find
out the real identification of the drivers. Given this, location
privacy should be guaranteed before the public widely accepts
VANETs.

The solution is to use a pseudonym, which is a kind
of identifier used to authenticate safety messages. The
pseudonym changes are aiming to break the linkability be-
tween the vehicle and its identity [3]. However, improper ways
of changing pseudonym may fail to provide location privacy,
for the safety messages can still link the two pseudonyms
together [4]. Changing pseudonym in a region together breaks
the linkability between the vehicles entering and leaving
aliases and is a more feasible solution. Such mixed region
is called a mix-zone [4]. An external attacker can only eaves-
drop communications outside the mix-zone, and the trajectory
inside the mix-zone is hidden in the “black box”.

Though there are studies focusing on location privacy
under VANETs [5], [22], few efforts have been paid to the pri-
vacy issues of the vehicular platoon. The problem of location
privacy is severe in platoon scenario because the movement of
vehicles inside a platoon is more ordered. Designing a scheme
to reveal the trajectory of each vehicle in a platoon scenario
is challenging. Firstly, vehicles inside a platoon will have
different behaviors alongside the road compared to ordinary
vehicles. The mixture of platoons and free vehicles introduces
complexity to the traffic model. Secondly, an adversary can
hardly obtain specific traffic parameters, and the upper bound
of attack is difficult to approach. Thirdly, when revealing
the mapping between pseudonyms before and after the mix-
zone, not all the overall mapping is valid. It has to be
noticed that vehicles tend not to shuffle their relative position
inside a platoon. In summary, our work makes the following
contributions:

(1) We demonstrate an attack framework to infer the
pseudonym mapping, and show how our framework takes
advantage of this information. We proposed an iterative al-
gorithm for the adversary to update traffic parameters while
inferring pseudonym mapping.
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(2) We analyze from the perspective of adversaries holding
different levels of traffic information. Besides attackers carry-
ing zero knowledge and complete knowledge, we also study
the attacker with incomplete traffic information and prove that
our scheme can be applied to the scenario without platoons.

(3) We develop a simulation platform that considers a
general scenario with both platoons and free vehicles to
support our scheme and demonstrate the effectiveness of our
attack through extensive simulations based on the real data
from U.S. Highway 101.

(4) We provide solutions to enhance the location privacy
in platoon scenarios according to the simulation results. Our
countermeasures focus on increasing the achievable location
privacy by adding randomness to the vehicle movements.

II. RELATED WORK

Platoon structures that leverage VANET has been stud-
ied for an increased traffic throughput. CACC extends the
Adaptive Cruise Control (ACC) system by introducing V2V
communications. CACC deployments have been successfully
demonstrated, for example, [18], [19]. With a general design
proposed in [18] by Naus et al., a CACC system is proved
feasible. Milanés et al. further implement and validate the
system by experiment in real traffic situation in [19]. In
[17], Amoozadeh et al. apply CACC system to platoon by
specifying a longitudinal control logic based on beacons. In
[13], Sinan et al. investigated the impact of imperfect wireless
communication on the platoon stability in a CACC system,
including some factors such as the sampling frequency, zero-
order-hold and constant network delays.

Several previous works on mix-zones have been done to
protect location privacy. Beresford et al. [4] first address the
concept of mix-zones, in which all the vehicles stop trans-
mitting any information. Communication is resumed when
a vehicle exits the mix-zone and change its pseudonym.
This mechanism cuts off the linkage between vehicles and
their pseudonyms, and the location privacy is thus protected.
Freudiger et al. [11] propose cryptographic mix zones (CMIX)
as a practical implementation of the mixzone notion. The
CMIX protocol uses traditional asymmetric cryptography to
distribute symmetric keys to establish the cryptographic mix
zone within the broadcast distance of an RSU. Gao et al.
[6] take the factor of time spent inside the mix-zone into
consideration and constructed the mix-zone using graph theory
to analyze the performance of the mix-zone. Buttyn et al.
[14] analyze the effectiveness of mix-zones and conclude that
the optimal frequency of pseudonym change depends on the
characteristics of the mix-zone (size, location, number of entry
points), which are difficult to determine in practice.

For VANETs, Choi et al. [15] first showed the feasibility of
symmetric authentication in vehicular networks with balanced
privacy and accountability. Lu et al. [7] proposed a useful
pseudonym changing at social spots strategy for a guaran-
teed location privacy. Social spots are places with vehicles
gathering, e.g., a parking lot, or a road intersection when
the traffic light turns red. It is proved that if all vehicles
change pseudonyms when they leave, the social spot will
become a mix-zone to break the linkage between pseudonyms.
Moreover, X. Liu et al. [8], Jadliwala et al. [9] and Sun et al.
[10] proposed to deploy mix-zones in a region by formulating
graph optimization problems. These schemes enhance the
mixing effectiveness as well as location privacy with lowered
cost.

On the privacy metrics, Shokri et al. [22] proposed to
use the distance estimation error to quantify location privacy,
which can evaluate the concrete privacy level under specific
attacks. It is shown to be more accurate than entropy in some
cases. We also adopt this metric in our simulations. Freudiger
et al. [23] proposed a system-level anonymity metric for
anonymous communication systems, which considers multiple
messages sent by each sender. However, it is not directly
applicable to mix-zones.

On the attacking model, a probability distribution attack
[22] is based on gathered traffic statistics and environmen-
tal context information. Here, the attacker tries to derive a
probability distribution function of the user position over the
obfuscation area. Ghinita et al. [24] proposed a special kind of
the personal context linking attack, where the attacker has user
knowledge gathered through observationand retrace all prior
locations of the user for the same pseudonym by a single
correlation. As it is shown in [26], the attack on a trusted
third party (TTP) is realistic and not negligible. Therefore,
it is at least questionable to assume the trustworthiness of
a TTP. However, this attack is not considered in approaches
that rely on a TTP, as it would undermine every approach
using a TTP. Particle filter [25] techniques provide a well-
established methodology for generating samples from the
required distribution without requiring assumptions about the
state-space model or the state distributions. It uses a genetic
mutation-selection sampling approach, with a set of particles
to represent the posterior distribution of some stochastic
process given noisy or partial observations.

III. PROBLEM DEFINITION

In this section, the network and threat models are defined.
Our model considers all possible situations and determine a
mapping with the likelihood maximized.

A. Network Model

1) Communication Model : A VANET with free vehicles
and platoons based on vehicles are considered in this part and
the traffic scenarios are defined as follows.

• Vehicles. Each vehicle is equipped with a GPS device,
to provide precise location information, and an On-
Board Unit (OBU) device, which allows commu-
nication with other vehicles and Road Side Units
(RSUs). The process is done by vehicle-to-vehicle
(V2V) communications, which is shown in Figure
1(a) between two vehicles. According to the reference
[17], a typical beacon includes pseudonyms, position,
acceleration, maximum deceleration, lane ID, row ID,
and row depth. All vehicles, or at least vehicles in
communication, must have different pseudonyms, and
all other information must be real as they are used in
the CACC.

• Platoons. A platoon consists of a leader and several
followers. The leader needs to create and manage the
platoon. It is assumed that all vehicles on the road
are qualified to join a platoon as long as they share
the same trajectory. There are three kinds of maneu-
vers considered including vehicle leaving a platoon,
platoon splitting, and vehicle or platoon merging into
another platoon. In our paper, only maneuvers taken
place in a mix-zone will be considered.

• Traffic scenarios. The following scenarios are con-
sidered. Figure 1(a) shows our traffic scenario on a
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(a)

(b)

Fig. 1. (a) Network Model. (b) Markov chain to describe vehicle status.

highway, with a side road and the main road. Vehicles
from the side road may enter the highway, and those
from the main road may exit.

Furthermore, we assume a two-state Markov chain to
describe the behavior of vehicles. As shown in Figure 1(b),
a vehicle can either be in a platoon or be a free agent
when traveling from one intersection to another. The transition
matrix can be presented as:

P =
[
p11 p12
p21 p22

]
(1)

Where the label of each probability stands for the transition
of the first state to the second, 0 for a platoon state, and 1 for
a free state.

2) Mix-zone Model: A mix-zone is an area where an
adversary cannot obtain any sensitive information about users
by eavesdropping the broadcast information. The pseudonyms
of vehicles are changed when they exit the mix-zone. Hence
the timing information is the delay characteristic of each
direction, and the location information is the trajectory inside
the mix-zone and the platoon structure when leaving the
mix-zone. It is assumed that vehicles within a platoon must
maintain their relative position if they remain together in a
platoon after exiting the mix-zone. Also, in our model, the
vehicles do not communicate with each other in the mix-zones.

B. Threat Model

Through beacons from the OBU, an eavesdropper can
monitor the location information and learn the trajectory of
any vehicle. In our threat model, an adversary is considered
to be external, passive, and global, that means is considered
by the network members as an intruder and hence is limited in
the diversity of attacks. Nevertheless, we assume he/she can
eavesdrop the communication.

An external adversary deploys signal receivers alongside
the road. Considering the cost, only the signal receiver is
allowed in this attack model. The receivers passively eaves-
drop on beacons from passing vehicles and try to acquire
information. The receivers are limited in range, so the strength
of an adversary is determined by the area its receiver device
can cover. Global means the adversary is fully aware of
all safety messages from the monitored vehicle network.

TABLE I. NOTATIONS

Notation Description
P pseudonym entering
s vehicle state entering
a entering direction
t entering time
pid entering platoon ID
u = (P, s, a, t, pid) an entering event
P ′ pseudonym leaving
s′ vehicle state leaving
b leaving direction
t′ leaving time
pid′ leaving platoon ID
v = (P ′, s′, b, t′, pid′) an leaving event

Information including time, location, speed, and acceleration
are used to track vehicles.

IV. PSEUDONYM INFERENCE IN PLATOON
SCENARIOS

In this section, we propose a method with which the ad-
versary can threaten the location privacy in platoon scenarios
in the previously mentioned communication model. Further,
we show that our proposed method can also be applied to
ordinary VANET.

Notations are listed in TABLE I. Any vehicle passing
through the mix-zone enters with a pseudonym provided by
the Certificate Authority (CA) and leaves with another one.
Let u represent an entering event of a vehicle with pseudonym
P , state s, platoon ID pid at time t on direction a, denoted
by u = (P, s, t, a, pid). Similarly, v refers to an leaving event
with pseudonym P ′, state s′, platoon ID pid′ at time t′ on
direction b, which is given by v = (P ′, s′, t′, b, pid′). The
state of a vehicle, s or s′, is 0 for a platoon state, and 1 for
a single free vehicle.

In a time interval T , the number of ingress and egress
vehicles is denoted by k to meet the need of k-anonymity.
Assume that the number of vehicles entering the mix-zone in
a time interval T follows a Poisson distribution with parameter
λ, i.e., N ∼ P(λ). The time instances of vehicles’ arrival is
uniformly distributed, τi ∼ U(T ). To reveal the pseudonym
mapping of a mix-zone, the adversary will perform three steps
as follows.

A. Traffic Graph Construction

Fig. 2. Platoon mix-zone graph
model.

With the notations in Ta-
ble I, the mix-zone can be
modeled as a weighted di-
rected bipartite graph G =
{U,E, V }. The set of ver-
texes U and V represents
the entering and leaving
events respectively. During
a time interval T, vehi-
cles pass through the mix-
zone, generating k ingress
and egress events, which
can be denoted as U =
{u1, u2, ..., uk} and V =
{v1, v2, ..., vk} respectively.
The set of edges E denotes
the mapping between the
entering and leaving events in the mix-zones. Specifically, the
graph is a complete bipartite graph as shown in Figure 2.
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It serves as a structural representation of the mix-zone, and
the basis of revealing the pseudonym mapping.

Indexes of entering and exiting vertexes are sorted ac-
cording to platoon ID and time. Entering vertexes within the
same platoon will have a consecutive ascending sequence of
indexes, assigned in an ascending order of entering time. The
single free vehicle will be regarded as a platoon of length
1. This sorting process can be guarantee ui > uj , for all
(i, j) ∈ {(i, j)|ti > tj}. Similarly, we have vi > vj , for all
(i, j) ∈ {(i, j)|t′i > t′j}.

Vertexes in the graph are constructed by pseudonyms
of each entering and leaving events. Because adversary
tracks pseudonyms of each, each vehicle should change its
pseudonym to cut off the linkage between its entering event
and leaving events. A one-to-one mapping algorithm is called
to calculate the one-to-one mapping probability, which is also
the weight on each edge in the traffic graph. The process of
the platoon mix-zone graph goes as Algorithm 1.

Algorithm 1 GraphConstruct
Require: Mix-Zone M , entering and leaving pseudonym set

P, P ′

Ensure: A series of platoon mix-zone graph G
1: k vehicles in the mix-zone as vertexes;
2: Sort P and P ′ according to platoon ID and time.
3: for i = 1 to k do
4: ui ← (Pi, si, ai, ti, pidi);
5: vi ← (P ′i , s

′
i, bi, t

′
i, pid

′
i);

6: end for
7: for i = 1 to k do
8: for j = 1 to k do
9: eij ← 〈ui, vj〉;

10: end for
11: end for
12: W ← OneToOneMapping;
13: Return G = 〈U, V,E,W 〉;

Algorithm 2 OneToOneMapping
Require: Platooning status S, S′, entering and leaving time

t, t′ and direction a, b
Ensure: Edge Weight W

1: for i = 1 to k do
2: sum← 0;
3: for j = 1 to k do
4: P (vj |ui)← pt(si, s

′
j)pai,bjfai,bj (t′j − ti);

5: sum+ = P (i, j);
6: end for
7: end for
8: for i = 1 to k do
9: for j = 1 to k do

10: pi,j ← P (vj |ui)/sum;
11: end for
12: end for
13: Return W = {pi,j |pi,j for e(ui, vj), i, j = 1, 2, ..., k};

B. One-to-one Mapping Probability Calculation

A vehicle pass through the mix-zone with an enter-
ing event u = (P, s, a, t, pid) and an leaving event v =
(P ′, s′, b, t′, pid′). pa,b is the probability of a vehicle entering
at direction a and leaving at b, which is also known as the
direction transition probability. Specifically, a, b ∈ 1, 2 stands
for the two entering and exiting directions respectively. The

combination of a and b indicates the trajectory a vehicle
takes in the mix-zone, and the direct transition probability is
determined by this trajectory. The probability is denoted by:

pa,b = P (Dirleave = b|Direnter = a) (2)

This probability is also related to the platoon states before and
after passing through the mix-zone such that

∑
Dirleave

pa,b =
1 for any entering direction a.

The traffic delay depends on the trajectory inside the mix-
zone. fa,b(τ) stands for the probability that a vehicle spend
time τ = t′−t travelling from a to b. The distribution of traffic
delay is an arbitrary distribution with parameters determined
by the trajectory and platoon status (ai, bj). The probability
is given by the PDF of time interval distribution:

fa,b(t
′ − t) = P (Γ = τ |Dirleave = b|Direnter = a) (3)

Generally, the probability follows Gaussian distribution with
parameter µa,b and σa,b. The time spend in the mix-zone can
be modelled as τ ∼ N (µa,b, σ

2
a,b):

fa,b(τ) =
1√

2πσa,b
exp(− (τ − µa,b)2

2σ2
a,b

) (4)

Further, a vehicle may choose to join a platoon or travel
as a free agent. This process can be described by a Markov
chain. Recall our definition for vehicle state s, s′ and state
transition matrix P . Let pt(s, s′) represent the state transition
probability, which is given by the state of entering and exiting
vehicles, and the state transition matrix P . In (5), s and s′

become indexes of element in matrix P shows in equation
(1).

pt(s, s
′) = P (Sleave = s′|Senter = s) (5)

Let P (v|u) represent the probability of a vehicle exits with
event v given it enters the mix-zone event u. The probability
P (v|u) does not depend on the observations and can be
used to calculate any event pairs (u, v). Numerically, P (v|u)
equals to the product of the lane transition probability, the
state transition probability, and the traffic delay characteristic,
which takes the form in equation (6). Here the state transition
and the direction transition is independent, while the direction
transition and delay do not need to be since we have a
conditional probability in Eq (3)

P (v|u) = pt(s, s
′)pa,bfa,b(t

′ − t) (6)

The adversary calculates P (vj |ui) for all the observed en-
tering and leaving pairs (ui, vj) in the traffic graph. The sum-
mation and integration of P (v|u) over all possible s, s′, a, b
and τ is equal to 1. Normalization is needed to get the
linkability between two given observations. From all the
leaving events, a vehicle must take only one of them. Let
U and V denote all our observed events. The normalized
probability that a vehicle with ingress event ui leaves with
event vj can be given by equation (7):

pij =
P (vj |ui)∑k
j=1 P (vj |ui)

(7)

Algorithm 2 gives a detailed process of computing edge
weights. The weight matrix, together with the two-state ma-
trices, can be used to represent the platoon graph model. The
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weight matrix takes a form of the adjacency matrix, which
can be represented as follows:

Weight W =


p11 p12 · · · p1k
p21 p22 · · · p2k

...
...

. . .
...

pk1 pk2 · · · pkk

 (8)

Graph G can be described by the k × k edge weight
matrix W . Elements in G represent the mapping possibilities
between entering and exiting events given by equation (7).
The possibilities meets conditions (9) and (10):

s.t.
k∑
j=1

pij = 1, ∀i ∈ [1, k] (9)

0 ≤ pij ≤ 1, ∀i ∈ [1, k] (10)

Each vehicle enters the mix-zone with a pseudonym and
exits with another different one. The privacy level and uncer-
tainty for adversary depends on the weight on each edge. The
construction process is described in Algorithm 2.

C. Overall Mapping Inference

With the edge weight matrix W , the adversary then
gives a possible mapping between the ingress and the egress
pseudonyms. Consider a mapping M = m1,m2, ...,mk,
where mi = 1, 2, ..., k is the mapping for ingress
pseudonym i, and its value stands for the corresponding egress
pseudonym. Then all the adversary have to do is to determine
a mapping with the likelihood L(M) maximized. For certain
mapping M , this probability can be given by:

L(M) =

∏k
i=1 pi,mi∑

M̂

∏k
i=1 pi,mi

(11)

Where pi,mi
is the probability to link incoming pseudonym

i together with outgoing pseudonym mi. Taking the produc-
tion of all the probabilities over i, we can get the probability
of this mapping M . But this probability is not normalized, and
we have to derive this by the summation over all the possible
mappings M̂ . The result L(M) is the normalized probability
of given mapping M .

Notice that the summation is not over all the M since there
are some overall mappings that violate our assumption of the
mix-zone and platoon. As discussed in III-A2, we assume that
each vehicle will perform at most one of the four maneuvers
in the mix-zone. The relative position between two vehicles
is kept unchanged if they stay in the same platoon before
entering, and in another one after leaving. Let set C denote
all the pair (i, j) such that i and j, mi and mj are in the same
platoon, and i enters earlier than j. We have:

C(M) = {(i, j)|ti < t′j&pidi = pidj&pid
′
mi

= pid′mj
}
(12)

M̂ = {(m̂1, ..., m̂k)|m̂i 6= m̂j&(i, j) ∈ C(M̂)⇒ m̂i < m̂j}
(13)

Where M̂ includes all the valid mappings. The goal of the
adversary is to find a mapping to maximize L(M) among
all the M̂ . Notice that all the probability have the term
1/
∑
M

∏k
i=1 pi,mi

in common, so the objective can be further
simplified into maximize

∏k
i=1 pi,mi

. Furthermore, we can

take log on our objective function, to turn production into
summation:

∑k
i=1 log pi,mi

.

This objective function comes with constraint that the
value of all the element in the mapping, m1,m2, ...,mk,
should be assigned exclusively, which means that mi 6= mj
for all i, j. we can write the objective:

M∗ = arg max
M∈M̂

k∑
i=1

log pi,mi
(14)

Notice that the most likely overall mapping is not only
related to the mapping probability pi,mi

, it is also constrained
by possible global mapping M̂ . The set M̂ filters out all the
global mappings that go against out assumption of vehicles’
behavior inside the mix-zone in III-A2. Intuitively, a smaller
set indicates that the adversary is more likely to find the best
overall mapping.

D. Traffic Parameter Re-estimate

From the perspective of an adversary, pseudonyms and
their status are regarded as observations, and overall mapping
results are considered hidden variables. The adversary takes
advantage of the overall mapping and re-estimate the traffic
parameters. The adversary computes the traffic parameters
under current overall mapping results and then updates the
parameters to maximizes the likelihood given fixed hidden
variables. The updated parameters can be further used to again
estimate the overall mapping.

These parameters are replaced by the statistical expecta-
tions. Specifically, parameters including turning probability,
mean and variance of passing time are updated. Denote
δ(i,mi, a, b) as an binary identifier indicating if pseudonym i
is on direction a and mi is on b:

δ(i,mi, a, b) =

{
1 ai = a and bmi

= b
0 other (15)

Let the label t denote the number of iteration and τ(i,mi)
denote time the vehicle arrival. The update rule of the param-
eters can be given by (16), and (17) respectively.

p
(t)
a,b =

1

k

k∑
i=1

δ(i,mi, a, b) (16)

µ
(t)
a,b =

∑k
i=1 δ(i,mi, a, b)τ(i,mi)∑k

i=1 δ(i,mi, a, b)
(17)

E. Iterative Mapping Inference

After updating the parameters, the adversary again re-
estimates the overall mapping following the strategies intro-
duced in IV-B and IV-C. The process works like an EM algo-
rithm towards maximizing the likelihood of overall mapping,
with the overall mapping computed in the E-step, and the
traffic parameters updated in the M-step. As the iteration goes
on, the estimation of the traffic parameters and the overall
mapping will both get converged.
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Algorithm 3 IterativeInference
Require: Initial estimation of parameters pa,b, µa,b, σa,b
Ensure: Overall mapping and estimated parameters.

1: G← GraphConstruct;
2: Calculate all the valid overall mappings M̂ ;
3: repeat
4: E-step, estimate best overall mapping
5: One to one mapping probability W ;
6: Max log-likelihood l∗ ← 0
7: Best overall mapping M∗(t)

8: for M in M̂ do
9: if l∗ <

∑k
i=1 log pi,mi

then
10: M∗(t) ←M
11: end if
12: end for
13: M-step, update parameters
14: p

(t)
a,b ←

1
k

∑k
i=1 δ(i,mi, a, b);

15: µ
(t)
a,b ←

∑k
i=1 δ(i,mi,a,b)τ(i,mi)∑k

i=1 δ(mi,a,b)
;

16: W (t) ← OneToOneMapping;
17: if Maximum iteration reached then
18: return M∗, pa,b, µa,b
19: end if
20: until Overall mapping and parameters converged return

M∗, pa,b, µa,b

V. PRIVACY ANALYSIS

In this section, we will analyze the reachable location
privacy of adversary. Three kinds of attackers and a special
case are considered, which are classified according to the
traffic knowledge they hold. Entropy and success probability
to evaluate our system. The proposed oblivious adversary just
provides a lower bound of an attacker, which is only related to
the number of cars in the mix-zone, while the strong adversary
makes decisions based on perfect parameters and be regarded
as an upper bound of the adversary.

A. Oblivious Adversary

An oblivious adversary knows vehicles were moving in
and out the mix-zone. Other information including time,
trajectories and platoons are limited.

The direction transition probability pa,b takes a uniform
distribution pa,b = 1/d. The time consumption of vehicle
is given uniformly by fa,b(τ) = 1/T . The platoon transi-
tion each vehicle takes will be regarded as random, where
pt(s, s

′) = 1/2 for all ingress and egress states s and s′.

The entropy of a mix-zone indicates the uncertainty of the
adversary towards several individuals, which can formulate as
the sum of all vehicles in the mix-zone during a given time
interval (18).

HM = −
k∑
i=1

k∑
j=1

pi,j log2(pi,j) (18)

To further quantify the level of privacy in a mix-zone,
we use the average entropy. This factor is useful comparing
privacy level with different car numbers. The entropy is

determined by the number of vehicles in the mix-zone.

H̄ =
HM

k
= −1

k

k∑
i=1

k∑
j=1

pi,j log2(pi,j) (19)

Since all the three components are identical among all
pseudonym pairs. pi,j = 1/(2Td) is given by the product
of these components, which is also a constant. According
to Algorithm 2, weights of the egdes wi,j in the bipartite
graph shown in Figure 2 is wi,j = 1/k . Consequently,
the mapping probability takes a uniform distribution, and the
location privacy is:

H(Mi) ≤ k log2 k (20)

As shown in (20), the oblivious adversary provides a lower
bound of an attacker, which is only related to the number of
cars in the mix-zone.

To carry out the overall mapping probability, the oblivious
adversary first enumerates all the possible mapping M̂ . For
each valid mapping M̂ , the overall mapping likelihood is given
by

L(M̂) =

∏k
i=1 pi,m̂i∑

M̂

∏k
i=1 pi,m̂i

(21)

Since pi,j is given by a constant 1/(2Td), the likelihood
L(M̂) = 1/|M̂ | is also constant which is inversely propor-
tioned to the number of valid overall mapping.

According to this result, the privacy is also related to the
complexity of the traffic scenario. Intuitively, if all the vehicles
are free before and after the mix-zone, the size of set M̂
reaches its maximum |M̂ |max = k!. While in another case,
if only one platoon is observed entering and leaving the mix-
zone, there can be only one overall mapping, which means
that the platoon remains unchanged inside the mix-zone.

From these two cases we can see that even for the oblivious
adversary without adequate information, the privacy of a mix-
zone will be significantly jeopardized if the number of vehicles
and platoons in the mix-zone is small.

B. Strong Adversary

A strong adversary is fully aware of the temporal and
spatial information. The sequentiality of events and platoon
information will be taken into consideration to assigning a
mapping probability.

Also, the strong adversary holds a prior knowledge about
all the traffic parameters. The direction transition probability
pa,b is perfectly learnt by long-term observation. The time
spent on the entering direction to the left follows the Gaussian
distribution. The strong adversary can take advantage of this
term by capturing the statistic of entering and leaving time
for each vehicle. The platoon statistics can also be perfectly
learned by the adversary. This includes all the parameters in
the Markov chain in (1).

According to all the information, a strong adversary can
get, the normalized mapping probabilities are shown as a
weight matrix in Section IV-B can be derived by (7). Specif-
ically, the mapping probability is given by:

pij =
pt(si, s

′
j)pai,bjfai,bj (t′j − ti)∑k

j=1(pt(si, s′j)pai,bjfai,bj (t′j − ti))
(22)
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For the overall mapping, the strong adversary chose the
most likely one, M∗ = arg max

M∈M̂

∑k
i=1 log pi,mi

as the final

overall pseudonym mapping. Denote the actual mapping as
M = m1, ...mk, the mapping accuracy can be given by
1
k

∑k
i=1 δ(mi = m∗i ). Where δ(X) is a function that outputs 1

if statement X is true and 0 if X is false. The strong adversary
makes decisions based on perfect parameters and can thus be
regarded as an upper bound of the adversary.

C. Weak Adversary

The weak adversary holds partial traffic information about
the mix-zone. The adversary knows roughly the platoon
transition probability and the turning probability. Also, the
attacker uses Gaussian distribution to model the time spent
going through the mix-zone.

The initialization of these parameters is based on simple
observations. The attacker obtains a weight matrix with the
form (8), by calculating the one-to-one mapping probability
given by:

pij =
pt(si, s

′
j)pai,bjfai,bj (τ(i, j))∑k

j=1(pt(si, s′j)pai,bjfai,bj (τ(i, j)))
(23)

The attacker goes on to calculate the overall mapping.
Since the traffic parameters the weak attacker uses is not per-
fect, the resulting overall mapping is also flawed. But the weak
adversary re-estimates the traffic parameters, approaching the
true values a bit. Iteratively, the weak adversary adjusts its
parameters and the overall mapping. The accuracy of each
step rises as the iteration goes on, and stops as the process
get converged.

A weak adversary is the most realistic one with reasonable
initial parameters. With the corrected traffic information, the
weak adversary should have a lower but close performance
compared with the strong adversary.

D. Scenario without platoon

An ordinary VANET without platoon is a special case
for our scheme. This scenario can be treated as all vehicles
passing through the mix-zone with platoon status fixed as free
agents.

Hence the mapping probability for no platoon scenario
can be calculate according to Equation 23, by just let status
transition probability pt(si, s′j) = p11 = 1.

Though VANET scenario do not include vehicle platoon-
ing, we can still treat each vehicle as a platoon of length 1.
Since any two vehicles are in different “platoons”, C(M) = ∅.
In Equation 13, the predicate expression ∀i 6= j, (i, j) ∈
C(M̂) ⇒ m̂i < m̂j is always true. With this observation,
the set of possible mappings can be further written as

M̂ = {(m̂1, ..., m̂k)|∀i 6= j, m̂i 6= m̂j} (24)

This set includes all the possible combination of ingress
and egress pseudonyms, whose size is given by |M̂ | = k!.

VI. SIMULATION

In this section, we will simulate the highway scenario to
evaluate the achievable location privacy of our scheme, and
our experiments take place on both synthetic data and real
data from U.S. Highway 101.

TABLE II. SIMULATION PARAMETERS

Parameter Values
Mix-zone radius 500m
Maximum speed allowed 20m/s
Minimum inter-platoon gap 20m
Maximum intra-platoon gap 5m
Arrival rate λ: for sparse traffic 1s−1

Arrival rate λ: for dense traffic 1.5s−1

A. Simulation on Synthetic Data

The simulation platform is based on a discrete-time simu-
lator coded in C++ which implementing a centralized control
logic to simulate the behavior of vehicles. In our simulation,
the trajectories of each vehicle are generated by a stochastic
process, and the simulation parameters are listed in TABLE
II.

The effectiveness of the attacker is evaluated regarding the
average entropy of the whole intersection. The success rate
for adversaries is also considered to reflect the effect of our
system against attack intuitively. As our simulation takes place
in the highway scenario, the mix-zone radius setting as 500
meters is reasonable. Individually, for specific arrival rate λ,
we consider the number of vehicles to be [2λT ] to meet the
need of k-anonymity. With the arrival rate set to be λ = 1s−1

for low traffic congestion and λ = 1.5s−1 for high congestion
at an intersection, the arrival time of each vehicle is uniformly
distributed.

1) Entropy Analysis: We launch our simulation under two
different scenarios. Firstly, keep the density of vehicles fixed,
adjust the time interval and observe the impact of vehicle
numbers on the average entropy. We run the simulation and
launch attacks for 15 times, and the result is illustrated in
Figure 3(a). From the figures, our proposed scheme signif-
icantly outperforms the oblivious adversary, and get results
very close to the strong adversary. The growth in average
entropy reflects raised uncertainty for the adversary, which
is caused by increased number of vehicles in the mix-zone.

The second series of simulation is for different proportion
of platoon vehicles to total vehicles. Keep the number of
vehicles fixed and change the proportion of platoon vehicles
to all platoons. Figure 3(b) shows the average entropy by our
proposed weak adversary in tracking the vehicles in a mix-
zone. As demonstrated, with the increasing of the number
of platoon vehicle, the average entropy decreases, meaning
that the adversary has a higher level of confidence. We
also launched the attack against different traffic density. The
average entropy is close for dense and sparse traffic, indicating
that the sparsity of the traffic flow does not mitigate the power
of our proposed attacker.

2) Accuracy Analysis: The adversary uses an iterative
process to calculate the best overall mapping as well as
re-estimating the traffic parameters. In each iteration, the
adversary gives an overall mapping with maximum likelihood
under current parameters. In Figure 4(a), the accuracy of the
overall mapping after each iteration is illustrated. The accuracy
rises as the iteration goes, after 4 to 5 iterations, the process
converges, giving a final result much better than that of the first
iteration. The iterative inference process allows the adversary
to hold inaccurate estimation of the traffic parameters, and still
guarantees a high accuracy in the overall mapping.

Success probabilities under different platoon proportions
are also simulated with the result given by Figure 4(b). A
lower success rate is observed without platoon compared with
scenarios including platoons under same simulation parame-
ters. The conclusion accords with Figure 3(b) come up that

2018 IEEE Conference on Communications and Network Security (CNS)



(a)

(b)

Fig. 4. Accuracy for adversaries. (a) Accuracy to car numbers for all
kinds of attackers. (b) Accuracy to platoon proportion for our proposed weak
adversary.

we can get more than 30% accuracy in scenarios of all in
platoons than in all free scenarios.

(a)

(b)

Fig. 3. Average entropy of the mix-zone. (a) Accuracy to car numbers by all
kinds of attackers. (b) Average entropy to platoon proportion by our proposed
weak adversary.

B. Simulation on Real Data

Some of our experiments are based on real data of vehicle
traffic data collecting from U.S. Highway 101. This dataset

Fig. 5. Scenes of U.S. Highway 101

Fig. 6. Mapping Accuracy

contains data transcribed by Cambridge Systematics, Inc.
as part of the Federal Highway Administration’s (FHWA)
Next Generation Simulation (NGSIM) project. The traffic data
was collected on a freeway segment of US 101 (Hollywood
Freeway) located in Los Angeles, California on June 15th,
2005. One segment of 15min from the dataset is selected in
our experiments as it has three in all though. This dataset
contains detailed trajectory data, wide-area detector data, and
supporting data needed for behavioral algorithm research. The
traditional highway scene, which is shown in Figure 5, and
we artificially set some of the areas on the road as the mix-
zone, which is the part in the red rectangle and is enlarged
and shown in the right part of Figure 5. Vehicles do not
communicate with each other in the mix-zone in our model
so in the data preprocessing we remove the part of the traffic
information that generates in the mixed area. To carry out our
experiment, the information for vehicle identification, such as
vehicle ID, is omitted and the remaining vehicle traffic data
is applied to the algorithm we proposed.

1) Mapping probability analysis: 15 different segments of
data are extracted from the obtained data set at equal intervals,
and all the segments are of the same duration. The information
of vehicles entering and leaving the mix-zone are matched
by applying our algorithm, getting an overall mapping and
then compare it with the actual results of the traffic data.
The results are shown in Figure 6, which indicates that the
algorithm we proposed can get a relatively high probability of
correct mapping in the real scene. The probability of success
is relatively stable, most of which are between 0.7, and the
best can be up to nearly 0.8, which also proves the reliability
of our proposed algorithm.

2) Position error analysis: It is more practical to carry
out this analysis on real data than on synthetic data. Based
on the overall mapping of the vehicles entering and leaving
the mix-zone, an analysis of the position error of the vehicles
caused by the vehicle mapping result is introduced . In Figure
7, the summation of the Euclidean distances of the vehicles
position errors of each traffic data caused by the mapping
results is obtained by our proposed algorithm. From the
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Fig. 7. Distance Error

results in the graph, it is concluded that the vehicle position
error is proportional to the number of vehicles that have not
been successfully mapping. It is evident that some of the
unexpected situation in actual traffic lead to the sudden change
of position error, which indicated in segments such as 1, 11,
14, 15. Although some of the sudden situation happens in the
actual vehicle driving process may cause a specific range of
fluctuations within the field, the position error, averaged to
each vehicle, is still in a favorable range which also proves
the reliability of our proposed algorithm.

VII. CONCLUSION

In this paper, we proposed the attack scheme of an attacker
against mix-zone with the platoon and an iterative process
to learn traffic information while inferring the pseudonym
mapping. We proved the compatibility of our scheme with no
platoon scenario and designed and implemented a simulation
platform supporting platoon control logic. We also demon-
strated the effectiveness of our proposed attack scheme by
comparing the result with a strong adversary and show how the
proportion of platoon vehicles affect the total location privacy
of the mix-zone.

In the future, we will compare our framework with
previously proposed algorithms for pseudonym inference in
ordinary VANET without platooning, study the impact of
the length of the platoons on the success probability of the
pseudonym mapping, as well as extend our attack scheme to
handle platoon-level pseudonyms.
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