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1. Interrupts in Windows 

 

Viewing IRQL in Kernel Debugger 

If you are running the kernel debugger on Windows Server 2003, you can view a processor’s 

IRQL with the !irql debugger command:  

kd> !irql 

 

Note that there is a field called IRQL in a data structure called the processor control region 

(PCR) and its extension the processor control block (PRCB), which contain information about 

the state of each processor in the system. Portions of the PCR and PRCB structures are 

defined publicly in the Windows Device Driver Kit (DDK) header file Ntddk.h, so examine that 

file if you want a complete definition of these structures. You can view the contents of the 

PCR with the kernel debugger by using the !pcr command:  

kd> !pcr   

 

 

Unfortunately, Windows does not maintain the Irql field on systems that do not use lazy IRQL, 

so, on most systems the field will always be 0.  



Viewing IRQL/IRQ Assignments 

You can view the contents of the IDT, including information on what trap handlers Windows 

has assigned to interrupts (including exceptions and IRQs), using the !idt kernel  debugger 

command. The !idt command with no flags shows vectors that map to  addresses in 

modules other than Ntoskrnl.exe. The following example shows what the output of the !idt 

command looks like: 

kd> !idt 

 

The left number is the interrupt number. You can see in the system, the mouse interrupt 

number in at 0x71.  

 

2. Examining Interrupt Internals 

Using the Kernel debugger, you can view details of an interrupt object, including its IRQL, ISR 

address, and custom interrupt dispatching code. For example, to see the details of the 

interrupt object of mouse interrupt in the above lab, try this command: 

kd> dt nt!_KINTERRUPT fffffa80061daed0 



 

 

To verify the IRQ, open Device Manager, locate the PS/2 mouse device, and view its resource 

assignments: 

 


