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TABLE I
A NNUALIZED FAILURE R ATES (AFR S ), A NNUALIZED R EPAIR R ATES
(ARR S ) AND A NNUAL S ECTOR E RROR R ATES (ASER S ) BY AGE G ROUPS
[48] [39] [2] [49] [53]

Abstract—With the rapid growth of data storage, the demand
for high reliability becomes critical in large data centers where
RAID-5 is widely used. However, the disk failure rate increases
sharply after some usage, and thus concurrent disk failures
are not rare, therefore RAID-5 is insufﬁcient to provide high
reliability. A solution is to convert an existing RAID-5 to a RAID6 (a type of “RAID level migration”) to tolerate more concurrent
disk failures via erasure codes, but existing approaches involve
complex conversion process and high transformation cost.
To address these challenges, we propose a novel MDS code,
called “Code 5-6”, to combine a new dedicated parity column
with the original RAID-5 layout. Code 5-6 not only accelerates online conversion from a RAID-5 to a RAID-6, but also
demonstrates several optimal properties of MDS codes. Our
mathematical analysis shows that, compared to existing MDS
codes, Code 5-6 reduces new parities, decreases the total I/O
operations, and speeds up the conversion process by up to 80%,
48.5%, and 3.38×, respectively.
Index Terms—RAID; RAID Level Migration; MDS Code;
Horizontal Parity; Diagonal Parity; Reliability

AFR
ARR
ASERs
Product
Manual

4 Year
5.8%
7.6%
−

5 Year
7.2%
6.8%
−

RAID level migration is a typical method to provide both
high reliability and high flexibility for data centers [10] [51].
Many cooperations, such as HP [54], DELL [10], LSI [13],
Adaptec [18], denote to supply automatic/adaptive RAID level
migration. Right now, the conversion from a RAID-5 to a
RAID-6 is not only involved in the road map of RAID driver
in the Linux kernel [35], but also appeared in many industrial
products of disk arrays [14] [24] [1], where RAID level
migration is a significant function for RAID controllers.
Combining with existing erasure codes in a RAID-6 [44]
[6] [3] [11] [59], there are three ways to support a conversion
from an existing RAID-51 to a RAID-6 [34]:
1) RAID-5→RAID-0→RAID-6: Degrade the RAID-5 to
a RAID-0 and then upgrade it to a RAID-6. An example is
shown in Figure 1(a), where four stripes2 in a RAID-5 are integrated into one stripe in a RAID-6 by using the layout of RDP
code [11] (shown in Figure 2). In the degrade step (RAID5→RAID-0), all old parities in original RAID-5 are invalid
after conversion and set to “NULL” for incoming requests.
Two disks are added in the upgrade step (RAID-0→RAID-6)
to store new parities. In the conversion process, all old parities
are lost in the degrade step, and all horizontal and diagonal
parities (new parities) in RDP need to be generated.
2) RAID-5→RAID-4→RAID-6: Degrade the RAID-5 to
a RAID-4 and then upgrade it to a RAID-6. An example is
shown in Figure 1(b), where four stripes in a RAID-5 are
converted into one stripe in a RAID-6 by using the layout of
RDP code [11]. In the degrade step (RAID-5→RAID-4), all

I. I NTRODUCTION
Redundant Arrays of Inexpensive (or Independent) Disks
(RAID) [38] [9] especially RAID-5 has become one of the
most popular choices to supply high reliability, high performance and balanced I/O for storage services. However, a
RAID-5 confronts several potential threats on reliability, which
are caused by various unrecoverable errors such as Undetected
Disk Errors (UDEs) [23] [45], Latent Sector Errors (LSEs) [2]
[47], etc. By summarizing the related results from previous
literatures in Table I, we notice that the average Annualized
Failure Rates (AFRs), Annualized Repair Rates (ARRs) and
Annual Sector Error Rates (ASERs) increase sharply after a
disk has been used for a few years. It is insufficient to meet
the requirements of users (less than 1% in terms of AFR [53]).
So in this paper, we set out to answer the following question:
For a large data center based on RAID-5 arrays which
has run a few years, how to maintain its high reliability and
tolerate concurrent disk failures?
Although several approaches are proposed to reduce unrecoverable errors and increase the reliability of disk arrays
[28] [36] [15] [37] [30], a proper answer to this question is to
“convert a RAID-5 to a RAID-6”, which is a type of RAID
level migration and makes the arrays tolerate more concurrent
disk failures.
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1 Year
2 Year
3 Year
1.7%
8.1%
8.6%
0.7%
1.7%
4.3%
−9
−9
1.1 ∗ 10
5.7 ∗ 10
−
Seagate: AFR is 0.73%
Western Digital: AFR is 0.5% − 0.8%

1 In this paper, the default layout of a RAID-5 is left-asymmetric unless
otherwise mentioned.
2 In this paper, a stripe in a RAID-5 corresponds to a row, while in a RAID-6
one stripe is a matrix.
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TABLE II
S YMBOLS
Parameters
& Symbols


Description


m (m , m )
n
v
p
w
i, r
j
B
Ci,j
f 1 , f2
(f1 < f2 )


TABLE III
C OMPARISON AMONG D IFFERENT MDS C ODES ON C ONVERSION FROM A
RAID-5 TO A RAID-6
MDS Codes

number of disks in a RAID-5 (before conversion)
number of disks in a RAID-6 (after conversion)
number of virtual disks
a prime number
word size (can be regarded as “number of rows
in each stripe” when an element size is a few bits)
row ID
column ID or disk ID (before transformation)
total number of data elements/blocks in a disk array
(Typically, an element corresponds to a block)
element at the ith row and jth column

EVENODD
RDP
X-Code
P-Code
H-Code
HDP
Code 5-6

Te

Conversion
Complexity
High
High
Medium
Medium
High
Medium
Low

Conversion
Efficiency
Low
Low
Medium
Medium
Low
Medium
High

as RSL-Code [16], RL-Code [17], STAR code [27], HoVer
codes [21], GRID Codes [31], Local Reconstruction Codes
[25], partial-MDS codes [4], Locally Repairable Codes[46],
SD codes[43], can tolerate concurrent failures of three or more
disks and be applied in cloud computing systems.

two random failed columns with IDs f1 and f2
XOR operations on elements
5

(e.g.,
Ci,j = Ci,0 ⊕ Ci,1 ⊕ · · · ⊕ Ci,5 )
j=0

 

Single Write
Performance
Low
Medium
High
High
High
Medium
High

modular arithmetic
(e.g., ip = i mod p)
access time of a read/write request to an element

B. Motivation
RAID-5 systems are widely used in today’s large scale
data centers, where reliability is a big challenge. First, the
failure rate of disks increases sharply after a few years of
usage as shown in Table I. Second, when a disk array scales
up, concurrent disk failures are not uncommon. Therefore it’s
critical to tolerate multiple failures in large data centers. One
possible solution is to use RAID-6. However, for large data
centers, the cost is very high to build a RAID-6 from the
scratch. An alternative way is to convert an existing RAID5 based storage system to a RAID-6 on the fly and thus
to improve the reliability and still provide service without
affecting the availability of the system.
As summarized in Table III, for a conversion from a RAID-5
to a RAID-6, the conversion efficiency is decided by: 1) single
write performance, which indicates the I/O cost to move a data
element/block; 2) conversion complexity (the total number of
I/Os in a conversion), which is decided by the conversion type
(i.e., RAID-5→RAID-4→RAID-6 or RAID-5→RAID-6) and
the differences between the layouts of RAID-5 and RAID-6.
According to Table III, existing coding schemes have high
conversion complexity, which motivates us to propose a novel
code to achieve efficient RAID level migration.

RAID-5 and a RAID-6 due to its special layout.
• We design bidirectional conversion algorithms based on
Code 5-6, which provides concurrent RAID level migration between a RAID-5 and a RAID-6.
• We conduct a series of quantitative analysis on various
conversion methods based on different MDS codes, and
show that Code 5-6 achieves higher conversion efficiency
compared to other existing approaches.
The rest of this paper continues as follows: Section II
discusses the related work of existing RAID-6 codes and the
motivation of our work. Code 5-6 is described in detail in
Section III. The online conversion algorithms are discussed
in Section IV. Section V gives the quantitative analysis on
the conversion cost among various approaches. Finally we
conclude our work in Section VI.
II. R ELATED W ORK AND M OTIVATION
In this section we discuss existing erasure codes and our
motivation. To facilitate the discussion, we summarize the
symbols used in this paper in Table II.
A. Existing Erasure Codes
RAID-6 implementations are based on various erasure coding technologies and can be divided into two categories: MDS
codes and non-MDS codes. Maximum Distance Separable
(MDS) codes in RAID-6 can be further divided into two subclasses: horizontal codes and vertical codes. Horizontal codes
include Reed-Solomon codes [44], Cauchy Reed-Solomon
codes [6], EVENODD code [3], RDP code [11], Blaum-Roth
code [5], Liberation code [41], Liber8tion code [40], etc.
Vertical codes contain B-Code [60], X-Code [59], P-Code [29],
Cyclic code [8], H-Code [55], HDP code [56] and HV Code
[50]. Typically, non-MDS codes involve LDPC codes [19] [32]
[42], WEAVER code [22], HoVer codes [21], MEL code [57],
Pyramid code [26], Flat XOR-Code [20] and Code-M [52].
Besides these codes in RAID-6, many erasure codes such

III. C ODE 5-6
Code 5-6 accelerates online transformation from a RAID-5
to a RAID-6 by adding one column to store diagonal parities.
Code 5-6 is a solution for p disks, where p is a prime number.
A. Data/Parity Layout and Encoding of Code 5-6
Code 5-6 is composed of a (p−1)-row-p-column matrix with
a total number of (p − 1) ∗ p elements. There are three types
of elements in the matrix: data elements, horizontal parity
elements, and diagonal parity elements. Ci,j (0 ≤ i ≤ p − 1,
0 ≤ j ≤ p − 2) denotes the element at the ith row and the jth
column. The last column (column p − 1) is used for diagonal
parity. Excluding the last column, the remaining matrix is a
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If there exists a diagonal parity element and its p − 3 data
elements, to recover the lost data element (Ci,f1 ), first we
should obtain the expression of the diagonal parity element.
Assume the diagonal parity element is in row r and represented
by Cr,p−1 (based on Equation 2), we have,
r = i + f1 − 4p

(4)

Based on Equation 2, the lost data element can be recovered,
Ci,f1 = Cr,p−1 ⊕
(j = f1

and

p−2

j=0

Ci+f1 −jp ,j

Fig. 5. Reconstruction by two recovery chains (Assume that double failures
are in columns 1 and 2): First we identify the two starting points of recovery
chain: data elements A and E. Second we reconstruct data elements according
to the corresponding recovery chains until they reach the endpoints (parity
elements D and H).The orders to recover data and parity elements are: one is
A→B→C→D, the other is E→F→G→H.

(5)

j = i + f1 + 6p )

Algorithm 1: Reconstruction Algorithm of Code 5-6
Step 1: Identify the double failure columns: f1 and f2 (f1 < f2 ).
Step 2: Start reconstruction process and recover the lost data and parity
elements.
switch 0 ≤ f1 < f2 ≤ p − 2 do
case I: f2 = p − 2 (diagonal parity column is lost)
Step 2-IA: Recover the lost data and horizontal parity
elements in column f1 based on Equations 1 and 3;
Step 2-IB: Recover the lost diagonal parity elements in
column f2 based on Equation 2.
endsw
case II: f2 = p − 2 (diagonal parity column is saved)
Step 2-IIA: Compute two starting points (Cf2 −f1 −1,f1 and
Cp−1−f2 +f1 ,f2 ) of the recovery chains based on Equation 5.
Step 2-IIB: Recover the lost data elements in the two
recovery chains.
Two cases start synchronously:
case starting point is Cf2 −f1 −1,f1 repeat
(1) Compute the next lost element (in colomn f2 ) in the
recovery chain based on Equations 1 and 3;
(2) Then compute the next lost data element (in colomn
f1 ) in the recovery chain based on Equation 5.
until at the endpoint of the recovery chain (Cp−2−f2 ,f2 ).
case starting point is Cp−1−f2 +f1 ,f2 repeat
(1) Compute the next lost element (in colomn f2 ) in the
recovery chain based on Equations 1 and 3;
(2) Then compute the next lost data element (in colomn
f1 ) in the recovery chain based on Equation 5.
until at the endpoint of the recovery chain (Cp−2−f1 ,f1 ).
endsw
endsw

XOR operations per data element. On the other hand, to
recover any element, (p−3) XOR calculations should be taken.
Suppose nd is the number of data elements and ne is the
total number of elements in each stripe. It is demonstrated
that the optimal encoding and decoding computational comd −ne
plexity are 3∗nndd−ne , 3∗n
ne −nd , respectively [29]. For Code
5-6, nd = (p − 2) ∗ (p − 1) and ne = p ∗ (p − 1). Thus
the optimal computational complexity are 3∗nndd−ne = 2p−6
p−2 ,
3∗nd −ne
=
p
−
3,
which
are
the
same
as
the
results
based
ne −nd
on encoding and decoding equations. Therefore Code 5-6 has
optimal encoding/decoding computational complexity.
3) Optimal Single Write Performance (also known as
“Optimal Update Complexity”): From the construction of
Code 5-6, each data element takes part into the generation of
two and only two parity elements. Therefore, a single write on
one data element in Code 5-6 only causes two modifications
on parity elements, which has been proved to be optimal [55].
4) High Reliability on Single Disk Recovery: Xiang et al.
[58] proposes a hybrid recovery approach based on RDP code,
which uses both horizontal and diagonal parities to recover
single disk failure. It can minimize I/O cost and reduce the
recovery time up to 12.60%, which can be used in many MDS
codes to provide higher reliability [56].
This approach can also be applied in Code 5-6 to achieve
high reliability. For example, as shown in Figure 6, when
column 1 fails, not all elements need to be read for recovery.
Because some elements such as C2,2 are shared to recover
two failed elements in different parities. By this approach,
when p = 5, Code 5-6 reduces up to 33% read operations
(9 read I/Os vs. 12 read I/Os by typical recovery approach)
per stripe to recover single disk, which decreases the recovery
time (MTTR) and thus increase the reliability of the disk array.

Based on Equations 1 to 5, we can easily recover the lost
elements upon a single disk failure. If two disks fail (for
example, column f1 and column f2 , 0 ≤ f1 < f2 ≤ p − 2),
based on Theorem 1, we have our reconstruction algorithm of
Code 5-6 as shown in Algorithm 1. A reconstruction case in
Algorithm 1 (recovered by two chains) is shown in Figure 5.
E. Properties of Code 5-6
1) Optimal Storage Efﬁciency: From the proof of Code 56’s correctness, Code 5-6 is essentially an MDS code, which
has optimal storage efficiency [59] [8] [29].
2) Optimal Encoding/Decoding Computational Complexity: From the encoding and decoding equations (Equations 1 to
5) of Code 5-6, each equation has (p − 3) XOR operations. To
generate all 2∗(p−1) parities in a stripe, 2∗(p−1)∗(p−3) XOR
2p−6
operations should be applied which is 2∗(p−1)∗(p−3)
(p−1)∗(p−2) = p−2

IV. O NLINE C ONVERSION A LGORITHMS
A. Bidirectional Conversions between RAID-5 and RAID-6
Bidirectional conversions between a RAID-5 and a RAID6 (a type of RAID level migration) are straightforward using
Code 5-6, adding one disk to a RAID-5 as a dedicated parity
disk to get a RAID-6, or removing the last column from
a RAID-6 to restore RAID-5. Although Code 5-6 supports
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4) Extra Space Ratio: The ratio between the required extra
space3 and the total capacity of each disk.
5) Computation Cost: Total number of XOR operations in
the conversion process.
6) Write I/Os: Total number of write operations in the
conversion process.
7) Total I/Os: Total number of I/O operations in the
conversion process.
8) Conversion Time: Time cost of the conversion process.
We assume the same time on a read or write request to a
data/parity element and ignore the computation time which is
much smaller compared to the disk I/O time.
For example, for a conversion RAID-5→RAID-6(Code 56,4,5), the invalid parity ratio, old parity migration & modification ratio and free space ratio are zero. The new parity
4
generation ratio is 3∗4
= 1/3 and the write I/Os are B3 , thus
the total I/Os are B + B3 = 4B
3 . The computation cost is
B
2B
e
∗
2
∗
4
=
and
the
conversion
time is B∗T
12
3
3 .

a RAID-5 of any disks to a RAID-6. It slightly sacrifices the
storage efficiency, which is calculated by,
(n − 1) ∗ (n − 2)
n−2
m ∗ (m − 1)
=
<
m ∗ (m + 1) + v
(n − 1) ∗ n + v
n

(6)

As shown in Figure 8, when m = 3 and n = 4, the storage
efficiency is (4−1)∗(4−2)
(4−1)4 +1 = 6/13, which is smaller than MDS
4−2
codes in RAID-6 ( n−2
n = 4 = 1/2). Our analysis in next
section also shows that the penalty on storage efficiency is
marginal as shown in Figure 18.
V. C ONVERSION A NALYSIS
In this section, we give our analysis to demonstrate the
effectiveness of our Code 5-6 to convert a RAID-5 to RAID-6.
A. Methodology
We select three conversion approaches discussed in Section
I and consider various RAID-6 codes:
1) RAID-5→RAID-0→RAID-6 and RAID-5→RAID4→RAID-6: These two approaches are suitable for several
codes and we choose EVENODD [3], RDP [11] and H-Code
[55] for comparison.
2) RAID-5→RAID-6: This approach is appropriate for
most vertical codes, and we pick X-Code [59], P-Code [29],
HDP [56] and Code 5-6 for comparison.
In order to ensure fairness of various codes, we also select
the proper layout of RAID-5 and the proper number of disks
in our comparison. For example, H-Code has special antidiagonal parity layout, which is suitable for conversion from
right-asymmetric RAID-5 to RAID-6, where the best case is
that an original RAID-5 of p−1 disks is converted to a RAID6 by adding 2 disks. Although conversion algorithms based
on Code 5-6 can handle online I/O requests, only conversion
workloads are considered in our analysis.
In our comparison, “RAID-5→RAID-0→RAID-6 (RDP,4,6)” denotes to convert a RAID-5 of 4 disks to a RAID-6 of
6 disks via RAID-0 using RDP. Similarly, RAID-5→RAID6 (Code 5-6,4,5) means the conversion from a RAID-5 of 4
disks to a RAID-6 of 5 disks directly using Code 5-6.
In the conversion process, there are three types of operations
for parities: 1) set invalid parities to “NULL”; 2) migrate old
parities to a new disk; 3) generate new parities. According to
various types of operations on parities, we use the following
metrics to evaluate the efficiency of various conversions.
1) Invalid Parity Ratio: The ratio between the number of
invalid parity blocks (in original RAID-5 and set to “NULL”
in the conversion process) and the total number of data blocks.
In our analysis, an element corresponds to a data block and
we assume the total number of data blocks is B.
2) Old Parity Migration Ratio: The ratio between the sum
of migrated parity blocks and the total number of data blocks.
3) New Parity Generation Ratio: The ratio between the
number of newly generated parity blocks and the total number
of data blocks.

B. Numerical Results
As mentioned in previous section, different implementation
methods of RAID-6 [12] [33] are proposed to address load
balancing problem for MDS codes. One is implemented with
load balancing support, which distributes dedicated parity
alternatively for every a few stripes. The other is without load
balancing support. It is reasonable because in some cases reliability is the most significant aspect for disk arrays, especially
converting to RAID-6 by sacrificing good performance of
original RAID-5. The results on under load balancing support
are similar to without load balancing support, and in this
section we only give the results for conversion time.
First, we calculate the invalid parity ratio, old parity migration ratio, new parity generation ratio and extra space ratio
under various approaches as shown in Figures 9 to 12. It is
clear that direct conversion from a RAID-5 to a RAID-6 has
the smallest ratio among these metrics, which means the lowest
cost on old parity migration (decrease by up to 100.0%) and
new parity generation (decrease by up to 80.0%).
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Fig. 9.
Comparison on invalid parity ratio under different conversion
approaches using various RAID-6 codes.

Second, using various approaches, we compare the computation cost, write I/O operations, total number of I/O operations
and conversation time as shown in Figures 13 to 16. With
3 e.g., extra space is needed for RAID-5→RAID-6(X-Code) as shown in
Figure 1(c).
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Fig. 14. Comparison on write I/Os under different conversion approaches
using various RAID-6 codes (B I/O operations is normalized to 100%).

Fig. 10. Comparison on old parity migration ratio under different conversion
approaches using various RAID-6 codes.
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Fig. 15. Comparison on total I/Os under different conversion approaches
using various RAID-6 codes (B I/O operations is normalized to 100%).

Fig. 11.
Comparison on new parity generation ratio under different
conversion approaches using various RAID-6 codes.
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with load balancing support (LB) and without load balancing
support (NLB). The results are shown in Figures 16 and
17. We summarize various codes with their best conversion
approaches under the same values of n as shown in Table IV.
We notice that Code 5-6 can accelerate the conversion process
compared to other codes by up to 150%.
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Fig. 12.
Comparison on extra space ratio under different conversion
approaches using various RAID-6 codes.
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increasing number of disks, the computation cost rises due to
longer parity chains, while the write I/Os and total I/Os reduce
because fewer portions of parities. The conversion time also
reduces because more disks run in parallel. Even if several
codes have larger number of disks in some cases, Code 5-6
which directly converts a RAID-5 to RAID-6 has the lowest
computation cost, fewest write I/Os and total I/Os. It decreases
the computation cost, write I/Os and total I/Os by up to 76.4%,
80.0%, 48.5%, respectively.
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Fig. 16. Comparison on conversion time under different conversion approaches by using various RAID-6 codes without load balancing support (Time
B ∗ Te is normalized to 100%).

Finally, we calculate the
numbers of disks (m) in a
Section IV-B2. The storage
with m + 1 disks is m+1−2
m+1
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storage efficiency with various
RAID-5, which is discussed in
efficiency of a typical RAID-6
= m−1
m+1 . According to Equation

TABLE IV
S PEEDUP OF C ODE 5-6 USING D IRECT C ONVERSION FROM A RAID-5 TO
A RAID-6 OVER OTHER C ODES USING THEIR B EST A PPROACHES IN
TERMS OF C ONVERSION T IME
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n
n = 5 (NLB)
n = 6 (NLB)
n = 7 (NLB)
n = 5 (LB)
n = 6 (LB)
n = 7 (LB)

Fig. 13.
Comparison on computation cost under different conversion
approaches using various codes (B XOR operations is normalized to 100%).

Third, we calculate the conversion time under two scenarios,
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RDP
−
1.40×
−
−
1.22×
−

EVENODD
−
−
1.50×
−
−
1.25×

H-Code
−
1.40×
−
−
1.22×
−

X-Code
1.27×
−
1.15×
1.27×
−
1.15×

P-Code
−
1.00×
−
−
1.11×
−

HDP
−
1.15×
−
−
1.22×
−
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Fig. 17. Comparison on conversion time under different conversion approaches by using various RAID-6 codes with load balancing support (Time
B ∗ Te is normalized to 100%).
TABLE V
S PEEDUP OF C ODE 5-6 USING D IRECT C ONVERSION FROM A RAID-5 TO
A RAID-6 OVER OTHER C ODES USING T HEIR B EST A PPROACHES IN
TERMS OF C ONVERSION T IME
p
p = 5 (LB)
p = 7 (LB)

RDP
2.24×
2.40×

EVENODD
1.48×
1.83×

H-Code
3.00×
3.38×

X-Code
2.71×
2.76×

6, the storage efficiency of a RAID-6 using Code 5-6-NLB
m∗(m−1)
with m + 1 disks is m∗(m+1)+v
= (n−1)∗(n−2)
(n−1)∗n+v . The results
are shown in Figure 18 and we notice that virtual disks have
minor effect on the storage efficiency (less than 3.8%).
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Fig. 18. Storage efficiency comparison between typical RAID-6 and RAID-6
using Code 5-6.

C. Simulation Results
In this section, we give the simulation results on conversion
time by using various conversion approaches. First we generate
different synthetic traces for the migration I/Os by using
various coding schemes, which is based on the results of
mathematical analysis in Figures 14 and 15. The block size
is set to 4KB or 8KB (typically the stripe size is 128KB or
256KB) and the total number of data blocks (B) is set to 0.6
million. Then we use Disksim [7] as the simulator to evaluate
the conversion time, which is the overall time to handle all I/O
requests in these traces. The results are shown in Figure 19
and Table V. It is clear that, with the same value of p, Code 56 saves the conversion time by up to 89.0%. When p becomes
larger (from 5 to 7), Code 5-6 achieves higher speedup.
D. Analysis
From above results, compared to other codes, Code 5-6 has
great advantages on conversion from a RAID-5 to a RAID-6
(a type of RAID level migration). There are several reasons
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