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1. Viewing the Process Tree

Tlist

Usually, you can retrieve most of information of processes from task manager, except the parent
process ID. In this lab, we are going to use Tlist.exe tool to get parent ID of a process. Tlist.exe can
be found in your Debugging Tools for Windows installation directory. To show the process tree,
use /t switch. The format to call Tlist.exe is: tlist /t

Here’s an output example of Tlist.exe.

:»Program Files“Debugging Tools for Windows <x64>>tlist -t
Euztem Process <@>
Custem <42
smzs.exe (2443
srss.exe (364>
pininit.exe (448>
services.exe (512>
suchost.exe <6082
dllhost.exe <5212>
companionuser.exe 8744>
wlcomm.exe C8484> MEMUnnamedWindow
UmiPrvEE.exe (34643
dllhost.exe <3176> OleMainThreadWndMame
svchost.exe <7522
atiesrxx.exe <HOH>
atieclxx.exe <12608> AMD EEU Client
svchost.exe <HH8>
audiodg.exe <Y288>
svchost.exe <9282
dvm.exe <2068> DWM Motification Window
svchost.exe <9562
svchost.exe <3962
ZhulongFangYu.exe <376>
svchost.exe <1064>
svchost.exe <12362>
AzLdrSrv.exe <1344>
wcourier.exe (24082 UWireless GConsole
HControl.exe <2332> HControl
ATKOSD.exe <3@8@> ATKOSD
WDC.exe <3184> Windows Device Control

Here, you can see that if a process doesn’t have a parent, it is left-justified. Windows only
maintain the parent process ID, so that even if these processes have grandparents, Tlist.exe

cannot show them to you.



To prove that, follow these steps:

1. OpenaCommand Prompt Window.

2. Type start cmd to start a new Command Prompt Window.

3. Inthe second command prompt, type mspaint to run Microsoft Paint.

4. Use Tlist.exe to check the tree of current processes, just as the following picture:

cmd.exe (264> BEIEn: C:\Uindowsssystem32scmd.exe
cmd.exe (7188 & C:MindowsssystendZ emd.exe

mepaint .exe (848> 3 L - |E|

5. Switch to the second command prompt, type exit. (Windows Paint remains there)
Check the process tree by Tlist.exe, and you can see the Microsoft Paint is left-justified now.

spaint.exe (848> JoHREN — (B

tsProgram Files“Debugging Tools for Windows (x642>

7. At this time, bring up Task Manager, click the Applications tab, right-click on the Command
Prompt task, and select Go To Process.
8. Right-click on the cmd.exe highlighted, and select End Process Tree to end the process tree.

Now you can still see Microsoft paint, but the command prompt disappeared. That’s because
Windows have not link between a grandparent or a grandchild.

Process Explorer
In this lab, instead of using Tlist.exe, you can also use Process Explorer in sysinternals. Process
Explorer can return much more information of processes to you than Tlist.

Run procexp.exe from the sysinternals package.

2. The first time you open Process Explorer, you may need to configure the symbol path. Set the
symbol path as follows (If you have downloaded a local package of symbols, set the path to
your symbol directory).

Microsoft symbol server: http://msdl.microsoft.com/download/symbols (OLD please try to

find new link and get familiar with the TechNet)
Configure Symbals I,—gh,l

Process Explorer uses symbols to resolve function names when displaying thread start
addresses and thread stack locations on the Threads tab of a process’ properties
dialog.

If you do not require that information you do not need to corfigure symbals.
Dbghelp dil path:
CWindows system 32 dbghelp dll | |

Symbols path:
sry o\ Symbaols hitp //msdl microsoft.com/download /symbaols | |

QK ]| Cancel |

L =)

3. Click “OK” and you can see the main window of Process Explorer. Just enjoy it.


http://msdl.microsoft.com/download/symbols

”
&5 Process Explorer - Sysinternals: www.sysinternals.com [ o [ = |5 éj
File Options Wiew Process Find Users Help
W o =0E @ N ——
Process PID CPU Priwvate Ervtes Working Set Descripticn :
EIEIS';‘StEZI Idle Frocess 0 B6.73 E 24 E
El:nterrupts n/a E E Hardware Inter
El DFCs nfa 0.76 E E Deferred Procel=
E B Srsten 4 112 K 368 K
[5]smss. exe 244 436 K 1, 124 E Windows €igF]
E:srss. exe 364 2,988 K &, 820 K Client Server
B [ wininit. exe 440 1, 520 E 4,920 E Windows BZHE,
B [ services. exe 512 6, 784 E 12, 244 E BEFER[EERE
[l i svchost. exe 668 4,464 E 9, 876 K Windows BEF:
Dd'_'_hast. exe 3212 2,444 E 6, 884 E COM Surrcgate
Esvnh{}st. exe 752 5,592 K 10, 0B8 E Windows BE=:
= Eatiesrxx. exe 800 1,416 E 4, 168 K AMD External E
Eatiec'_:{:{. ENE 1208 2,000 K 5, 708 E AMD External E
[El mZsvchost. exe 888 21,09 K 24, 504 K Windows BEF:
[15 audiods. exe TTEO 18, 884 K 19, 392 K Windows &3
= Esvnh{}st. exe 928 147, 060 K 147, 432 E Windows BE=:
[n2] dvm. exe 2088 3. 80 37,216 K 42,312 F EEHOEER
(5] 5vehost. exe 956 i8, 396 K 33, 772 E Windows BEF:
stnh{}st. gxe 396 10, 324 E 18, 984 K Windows BE=:
4; ThuDongFang¥u. exe 376 3,616 E B, 636 K 360X HFEES
Esvnh{}st. exe 1064 26,44 E 30, 800 E Windows BE =
Esvnh{}st. exe 1236 18, 064 K 22, 456 E Windows BEZ: -
[ [T AsLdrSrv. exe 1| i [ 3
CPU Usage: 12.17% Commit Charge: 39.55% Processes: 77 Physical Usage: 72.07%
S

2. Kernel Debugging

Debugging Tools for Windows package contains many tools for debugging Windows. These tools
can be used to debug user-mode as well as the kernel. Here you are going to do an experiment
on kernel debugging by using Windbg, which is the GUI version of windows debugger.

1. Before using Windbg, please boot Windows in Debugging mode. Press F8 before windows
started, select Debugging Mode to boot the system.

2. Windbg.exe is in the directory of debugging tools for Windows. The first time you run it, you
must configure the symbol path. (To configure symbol path, please read the guide.pdf on the

course website). After that, you can see the following window:



r —— hl
3 WinDbg:6.12.0002.633 AM
- T T

File Edit View Debug Window Help

M HEEEEEEOSE|[]L

Ln 0, Col 0 Sys 0:=<None> Proc 000:0 Thrd 000:0 ASM OVR CAPS NUM

3. Click “File” on the menu bar, and select “Kernel Debug...”, in the Kernel Debugging dialog
window, choose “local” and click “OK”, and “Yes” to save the information for workspace. The

user interface of windbg is like this:

[=] Command - Dump CAW "Dbg:6.12.000... | '

Copyright {c) Microsoft Corporation. All rights reserved.

Loading Dump File [C:~Windows“livekd.dmp]
Eernel Complete Dump File: Full address space i= awailable

Comment : 'LiweED liwe =vstem wview'

Svmbol =earch path i=: =rv#*c:~=ymbolz*http:»mn=dl microsoft
Executable search path i=:

Windows 7 Kernel Version 7600 MP (2 procs) Fres =64
Froduct: WinHt., suite: TerminalSerwver Singlel=ssrTS
Built by: 7600 .16617 amndbdfre. win?_gdr 100618-1621
Hachine Hame:

Eernel ba=ze = 0=xf{{{£f800° 04667000 PsloadedModulelist
Debug =e==ion timse: Sun Feb 13 10:34:57.897 17420 (UT
Sy=ztem Uptime: 0 daw=s 3:50:52. 749

Loading Eernel Symbols

4. In the bottom of the Ul, you can input debug commands. In this lab, we just try the display
type command “dt”, to display the list of kernel structures whose type information is



included in the kernel symbols. A simple use of the “dt” command is dt nt!_*, which return

all of the kernel structures to you.

=

Command - Dump C:\Windows\livekd.dmp - WinDbg:6.12.0002.633 AMD&4

) |

0; kdy dt nt!_=
ntkrnlmp!_ KUOSER_SHARED DATA
ntkrnlmp!_ KSYSTEM_TIHE
ntkrnlmp! KSYSTEM TIHE
ntkrnlmp!_ HT_FRODUCT_TYFE
ntkrnlmp!_ ALTERHATIVE ARCHITECTURE_TYFE
ntkrnlmp!_LARGE IHTEGER
ntkrnlmp!_ XSTATE CONFIGURATION
ntkrnlmp!_ ULARGE INTEGEE
ntkrnlmp!_TF_CALLBACE EHVIRON_WV3
ntkrnlmp! TF_POOL
ntkrnlmp! TF _CLEAHUF GROUP
ntkrnlmp!_ ACTIVATION_COHTEXT
ntkrnlmp!_TF_CALLBACE THSTAHCE
ntkrnlmp!_TF_CALLBACE FRIOREITY
ntkrnlmp!_ TF_TASE
ntkrnlmp!_TF_TASE_CALLBACES
ntkrnlmp! TP TASE_ CALLBACKES
ntkrnlmp!_ TF HBE(Q GUARED
ntkrnlmp! TF DIEECT
ntkrnlmp!_IC_STATUS BLOCE
ntkrnlmp!_TEB
ntkrnlmp! HT_TIE
ntkrnlmp! CLIEHNT_ID
ntkrnlmp!_FEB
ntkrnlmp! ACTIVATION COHNTEXT STACK
ntkrnlmp!_ GDI_TEE BATCH
ntkrnlmp!_ TNICODE_STREING
ntkrnlmp!_ LIST EHTRY

vt leama Tone | TTTTT
4 I

e

0: kd: |

5. You can use “dt” to search kernel structures in many forms, such as dt nt!_*process*. In this

6.

case the debugger will return structures that contain the term “process” to you.

0: kd: dt nt!|_*process*
ntkrnlmp! PROCESSCR_HUHEER
ntkrnlmp!_ EKPROCESSOE_STATE
ntkrnlmp! PROCESSOR_FPOWEE _STATE
ntlkrnlmp!_ KFROCESS
ntkrnlmp!_ EFPROCESS
ntlkrnlmp! EPROCESS QUOTA BLOCE
ntkrnlnp!_ SE_AUDIT_PREOCESS CREATICH_IHFO
ntkrnlmp!_ ALPC PROCESS COHNTEXET
ntlkrnlmp! PCW_PROCESSOEREIHEFO
ntkrnlnp!_ PCW_PROCESSOE_IHFO
ntkrnlmp!_ RETL_USEE_FPREOCESS PARAMETERS
ntkrnlmp! OBJECT HEADEERE PEOCZESS IHFO
ntkrnlmp!_ PROCESSCR_CACHE _TYFE
ntkrnlmp! KFPROCESS_STATE

Notice that the “*” here means more than 0 character, and you can also try “?”, which means

more than 1 character.



0: kd: dt nt!_*process
ntlkrnlmnp!_ EKFROCESS
ntlkrnlmp!_ EFROCESS
0: kd: dt nt!_7process*
ntkrnlnp!_ KPROCESSORE_STATE
ntlkrnlmnp!_ KFPROCESS
ntlkrnlnp! EFROCESS
ntkrnlnp! EPROCESS_QUOTA_ BLOCE
ntkrnlmnp!_ KFROCESS_STATE
0: kd: dt nt!_*process?

7. If you want to see more detail, try this: dt nt!_KPROCESS, and you can see the inner

structure of type KPROCESS.
0: kd: dt nt!_EFROCESS

+0=000 Header : _DISPATCHER_HEADER
+0x018 ProfilelistHead : _LIST EHTEY
+0=028 DirectoryTableBa=ss : UintiE

+0x030 ThreadLlistHead . _LIST_EHTEY
+0x040 ProcessLocl . Tint8EB

+0=048 Affinity . _KEAFFINITY_EX
+0=070 FeadvLi=tHead . _LIST_ENTEY
+0=x080 SwapLlistEntry : _SIHGLE_LIST_ENTEY
+0x088 ActiveProcessors . _KAFFINITY_EX
+0=0b0 AutocAlignment - Pos 0, 1 Bit
+0=x0b0 Di=ableBoost : Po= 1, 1 Bit
+0x0b0 Di=zableCuantum : Po= 2. 1 Bit
+0=0b0 ActiwveGroupsMa=sk | Po= 3. 4 Bit=
+0x0b0 FeserwvedFlags : Po= 7. 25 Bits
+0=0b0 Proces=sFlags : Int4E

+0x0bd4 BasePFrioritv . Char

+0x0bS CuantumBeset . Char

+0x0bE Visited . OChar

+0=0b7 Tnused3 o TChar

+0=0b8 ThreadSesd o [4] UintdBE

+0=0c8 Ideallode o [4] UintZBE

+0=0d0 IdealizloballNode : Uint?B

+0x0dZ Flags . _KEXECUTE_OQOFTIOHS
+0=0d3 Tnu=sedl . UChar

+0x0d4 Thu=sed:? . Tint4BE

+0=x0d8 Tnu=sed4 . Tint4B

+0x0dc StaclkCount o _KSTACEK _COUHT
+0=0el Proces=sListEntry : _LIST _ENTEY
+0=0£f0 CycleTime . Uint8E

8. Toview the structure trees, use the —r option, like this: dt nt!_KPROCESS -r .
0: kd: dt nt!_ KPROCESS -r

+0=000 Header : _DISPATCHER _HEADER
+0=000 Type= . UChar
+0=001 TimerControlFlag=s : TChar
+0xz001 Absolute : Po= 0, 1 Bit
+0x001 Coalescable . Po= 1. 1 Bit
+0=001 KesepShifting : Po= 2. 1 Bit
+0=001 EncndedTDlerahleDelay : Po= 3. § Bit=
+0x001 Abandoned TChar
+0=001 Signalling TChar
+0=002 ThreadCDntrDlFlags . UChar
+0=002 CpuThrottled Fo= 0., 1 Bit
+0=002 CycleFrofiling . Po= 1, 1 Bit
+0x002 CounterProfiling : Pos 2, 1 Bit
+0x002 Eeserwved : Po= 3. & Bits
+0=x002 Hand : IChar
+0x002 Size . UChar

For more commands, please check the Debugging Help for Windows debugging tools.



